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1. NHcTtannauma CK3M Kpuntollpo CSP

YctaHoBka anctpubytmea CK3U Kpuntolpo CSP (CK3W XTAM.00050-02) gomkHa Npon3BoanTbLCS
nonb3oBaTtesneM, UMELWMM Npasa agMMHUCTpaTopa.

[Ons  yctaHOBKWM nporpaMMHoro obecnevyeHus BCTaBbTE€ KOMMAaKT-AMCK B Auckosod. W3
npeanaraembix AucTpubyTnBoB BbibepuTe AMCTpMbYTMB, noaxoaswmin aAns Bawein onepaunoHHOM
CUCTEMbI, MMEKLWNA HYXHbI BaM ypoBeHb 3aWMIWEHHOCTM W yAOOHbIN A Bac A3blk YCTaHOBKMW.
3anycTuTe BbIMOIHEHNE YCTAHOBKM.

{5 veranosxa "Kpunrollpe CSP™ x|

Bac NPUBETCTEYET NPOTPaMMaE YCTAHOEKM
"KpwnTolpo CSP (KC1)"

Mporpasia BeINONHAT yoTaMosxy “Kpnntaolpo CSPY Ha
FOMNEOTER. JNA NpoACMHEHHA HAWMHTE KHONKY ~ danea”,

MPEAYTMPEN AEHME: JanHan Nporparess SauiHULBEHa 3aKE0HaM
HI]HHT[] nﬂﬂ [ HaY 08 ABTODCKHX NPABAY H MENAYHAPOLHERMH COr NALUIEHHAN,

3.6

Hesan

OTHeEta |

Puc. 1. NpuBeTcTBEeHHOE OKHO MacTepa YCTaHOBKM.

Ecnu macTtep yctaHoBKM 06HapyXuT Ha MawunHe 6onee paHHio Bepcuto CK3U Kpuntollpo CSP, To
B OKHe nosiBUTCS MHdOpMaumMsa 0 3aMellaeMbiX NpoAyKTax:

{5 Yeranosra "Kpsnrolpo CSP™ x|

Bac NpUEETCTEYET NPOrpaMMa YCTaHDEKM
"KpunTolpo CSP (KC1)"

Mporpania BsINONHAT yoTaMoexy “Kpnntolpo CSPY Ha
EOMNBHOTER. ANA NpoaonweHna HanrsTe kMonky " danes”,

CREAVHOULHE NPOAYETbI By AYT SAMEILEHE! KOMMOHEHT AHH
VETAHABMBAENON BEPCHI]

Kpanmalpo CSP 3.0
KpanTolpo Winlogon

MPEAYTIPESCAEHME: JanHan Nporpams 38 HILEHS 3aK0HAMH
“l]Hﬂ"] nl]ﬂ BSF off ABETODCKHXE NPABAY H MENAYHADDAHEIMA COMNALISHHRMHA,

3.6

Puc. 2. YcTtaHOBKa C 3aMellleHUeM KOMMOHEHT.

MNMpuMeyaHue: MNpu yCTaHOBKE B peXuMe 3aMelleHUss KOMMOHEHT BaXXHO, 4YTo6bl ypoBeHb
3alMLEHHOCTU YCTaHOBMIEHHON Ha KomnbloTepe Bepcum CK3WM Kpuntollpo CSP coBnagan c
YPOBHEM 3alUULLEHHOCTM B BbibpaHHOM BamMu ana yctaHoBku ancTpnbytmse. B NnpoTMBHOM Criyyae
nossuTcsa coobuieHne o6 ownbke M ycTaHOBKA 3aBeplueHa He byaeT:
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i'\?‘ CeenEHWA O NPOrpaMMe YCTAHOEKH “KpMnTo ﬂ

1 YWCTEHOENEHHAA BEPCHA KpHnTollpo 5P MMEET ApYroH YpOEEHE
. AEZ0NacHOCTH (KO,

B aToM cnyyae Heo6xoaAMMO Bbi6paTb YCTAHOBKY C AUCTPUOYTMBA, UMEHOLLEr0 COOTBETCTBYIOLINIA
YCTaHOB/IEHHOMY YPOBEHb 3aLUNLLEHHOCTH.

Ons panbHenwen yctaHoeBkn Kpuntollpo CSP HaxMuTe fanee.

Mocneaytowasl ycTaHOBKa MpPOM3BOAMTCS B COOTBETCTBMM C COOOLIEHMSIMM, BblAABaeMbIMU
nporpamMMon ycTaHoOBKM. B npouecce ycTaHOBKM ByaeT npennoXeHo 3aperncrpmpoBaTb AOMNOSIHUTENbHbIE
CuMTbIBaATENN KJtOYEBOW MHMOPMaUMK, OOMNOAHUTENbHbIE AATYMKKM ClydalHbix ymcen (ans yposHs KC2)
WM HACTPOUTb KPUMATOMpOBanAep Ha Mcnosib3oBaHue ciyXbbl XxpaHeHus knwden (ana yposHa KC1). Bce
3TM HACTPOMKM MOXHO MPOM3BECTM KakK B MOMEHT YCTAaHOBKM KpuMTornpoBanaepa, Tak u B nobor MOMeHT
nocsie 3aBepLUeHNst YCTaHOBKM Yepes naHenb ceoincts Kpuntolpo CSP.

Mocne 3aBeplleHUss YCTaHOBKWM  AUCTPUEYTMBA Heo6XOoAMMO MPOM3BECTM  Nepesarpysky
KoMMbloTepa.

Mo ymonuaHuio (BMA ycTaHoBKWM «Ob6bl4yHas») yCTaHaBNMBAOTCS TONbKO OCHOBHble dannbl ans
pabotbl CK3W (ans Windows Server 2008 no yMon4aHMIO TakKXe YyCTaHaBiuBaeTca «[painBepHas
6mnbnmoteka CSP»). o XenaHW MOXHO YCTAaHOBUTb cCnegylowmne AOMNOSHUTENbHbIE KOMMOHEHTb (BuA
yCTaHOBKW «BblibopoyHasn»):

i',_w!,'J YcraHoeka “Kpyntollpo CSP™ x|

Be160poOYHAA YCTAHOEKA

BribepHTE KOMIOHEHTE! NPOrpatiEl, KOTOPEIE HEORXOAMMO YCTSHOEHTE,

LLenkHHTE 3HAY0K B CNHEKE HH¥E, UTOAE! MEMEHMTE CRoCoa WCTAHOEKH KOMMOOHEHTA.

 CAMCaHME KOMIOHEHT A

thaknel, HeobxoAHMEIE ANA

COEMECTMMOCTE C NPOAYKTaMH Microsoft pafoThl KpHnTaMpa C5F.

Revocation Provider
KpHnTonpoEaiAep vpoOEHA Aapa OO
COEMECTHMOCTE C KprnTallpo CSP 3.0

Manka:

Z:\Program Files\Crypto ProlCSPy, S |
MoAackaska | < Hazaa I Hanee = I OTHEHA |

Revocation Provider - MexaH13M MpoBEpPKU TEKYLLEro cratyca ceptudukara ¢ UCNob30BaHUEM
OCSP. flBnsieTcq AONOMHEHMEM K CTaHAapTHOMYy MexaHu3My Windows npoBepku cTtaTyca ceptudukarta Ha
OCHOBE CnmMcka O0To3BaHHbIX cepTudukatos (COC, CRL). Kpome 3TOro npenocraBnsieT BO3MOXHOCTb
ncnonb3osaHna COC, BbiNyLWEHHbIX NO Npasuaam, onmcaHHolM B RFC 3280.

KpuntonpoBaiigep ypoBHA saapa - Heobxoaum ans pabotbl TLS B cnyxb6ax Windows
Vista/2008/7.
CoBMecTMMOCTb C npoayktaMum Microsoft — O6ecneuynBaeTr COBMECTUMOCTb C TaKMMM

npunoxeHusmmn, kak Microsoft Office, Outlook Express. Heobxoaum ana Bxoga B CUCTEMY MO CMapT-
KapTaM.

CosMecTtumoctb ¢ Kpuntollpo CSP 3.0 - Perucrpupyer nmMmeHa npoBanaepoB, COBMeCTUMble C
Kpuntollpo CSP 3.0. HeobxoauMmMo TOAbKO MNpuv Hanuumm B XpaHunuuwe <«JIndHble» cepTudunKaTos,
ycTtaHoBneHHbIX ¢ Kpuntollpo CSP 3.0.
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2. HTepdeinc CK3U KpunTtollpo CSP

2.1. [ocTtyn K KOHTposibHOM naHenu CK3U

[aHHblA pa3gen sBASETCS MHCTPYKUMEN MO MCNOSb30BaHUIO KOHTPOSIbHOM naHenu (naHenmu
HacTponkM) cpeacTBa kKpuntorpaduueckor 3awmntbl MHpopMmaumn (CK3U) Kpuntolpo CSP. MaHenb
HacTpoikmn Kpuntollpo CSP gocTynHa KakK OTAESbHbIM MYHKT B rpynne nporpamMMm «Kpuntollpo» (MeHw
Myck = Mporpammbl), a Takxe M3 ocHacTtkm Kpuntollpo PKI, pacnonoxeHHon B TOW >e rpynne
nporpamMm «Kpuntolpo» (MeHto Myck = MporpamMmsbl).

sz DVD-cryans Windows

& Internet Explorer (54-paspagHenii)

'_E Internet Explorer admin
 Windows Media Center

B Konnekuwa ragxeros pabodero ctona JowyrenTs
'@ Mporpammel No YMOoAYaHUHD
|2 Mpourpeisarens Windows Media Vzo6paxerna

<4 Cpegcteo npocmotpa XP5
B Qakcel v ckanmposadne Windows S
EE Lentp oBroenenna Windows

i Astosarpysxa KomneroTep

L Wrpe

Manens ynpasneHns
. Kpunto-Mpo ynpasne

|||E Kpuntollpo C5P
¥ Kpuntellpo PKI

Iﬁ] Ceprudukarel Mporpamme! No yMonYaHnmg
= Ynpasnedwe nuuerznamn Kpuntollpo PEI

Ycrpo#cTea n npuHTEPSI

. OBcnyxueanue Cnpaeka n NOALEpHKa
. CTangapTHele

Hazag

- - P
Halmu npozpasel U gialab | 3asepiuenne pabotor | ¥

Puc. 3. locTyn K OCHacTKe.

B ocHactke <«YnpaBneHume nuueHdmamu Kpuntolpo PKI», pacnosioXxXeHHOW B rpynne
nporpamMMm «Kpuntolpo» (MeHio Myck = MporpaMMmbl) OCYLLECTBASETCA BBOA JIMLEH3MA W MPOCMOTP
JIMLUEH3MOHHOM MHMOopMaumm 060 BCeX yCTaHOB/IEHHbIX NpoaykTax OO0 "KPUMTO-MPO".
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Jeiictene  Bua  Owno  Cnpaexa

&= | Blo=z BHm 8

YnpasneHne IMLEHINAMM HaseaHue NMuenzua Cpok aeiicTena
%2 Kpwnrelpo WinLegon
|||E Kpuntollpo CSP

QKpunTnl’lpo WinLogon Knuentckan u KDC-cepe...  07.09.2010
|||E Kpwnrellpo CSP Knwentckan, TLS-cepee..  07.09.2010

Puc. 4. OcHacTtka «YnpassneHue nuueHsnamm Kpuntollpo PKI>>.

B ocHacTke «KpunTtolpo PKI», pacnonoxeHHol B rpynne nporpamMmm «Kpuntollpo» (MeHio Myck
= MporpaMmMbl) B KOHTEKCTHOM MeHI0 nyHkTa Kpuntolpo CSP pnoctynHa KOHTponbHas naHens CK3U
Kpuntolpo CSP «CBoucTBa: Kpuntolpo CSP» (cM. Puc. 5), koTopas COCTOUT U3 CEMU BKIaAOK:

¢ Ob6uwume;
e (ObopynoBaHue;
o CepBuc;

e be3onacHoOCTb;

e [lIONOSIHUTENBHO;
e Anroputmsl;

e WinLogon.
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[ E Kpuntollpo CSP I&

| L ononHWTENEHD I ANrOpHUTME BezonacHoCTE | Winlogon

OBwwme | ObopyaoBaHKe | Cepsuc

|||E KpunTollpo CSP Beposa aaopa CK3K: 3.6.5358 KC1
EBepova npoaykTa: 3.0.6426

(C) KpunTo-po, 2000-2009, Bce NnpaBa salMWEHE

KoMnaHua KpunTto-po

MHOPMALA 0 MMUEHSMPOBaHIMKM NpogykTos KpunTo-Ipo Teneps
A0CTYMHE Yepes ocHacTky MMC Kpuntollpo PEI™

KounTolpo PEI

'Ei!' 2anyCTHTE C NpEBaMK 8MWMHWCTDaTOoDS

A3k

BribepuTe AsbiK 4nA oToDpaHeEHA e e —
okoH CSP Ballei YYeTHOM 3aMMou:

BrIGEpMTE ASRIK ANA 0TORPEHEHWA OKOH Pycciui
CSP None3oBaTEnel, HE 330aBLUMK ASbIK
(YMONYaHWE CUCTEMBL):

[ Ok ] [ OTMEHE MpHUMEHKMTE

e

Puc. 5. NMNaHenb HaCTPOMKH

2.2. O6buwasn Hactponka CK3U

Bknagka O6wwme naHenu ceonctB CK3W Kpuntollpo CSP npeaHasHayeHa Ans nNpocMoTpa
nHdopMauum o Bepcmn yctaHoBneHHoro NO CK3U KpunTtollpo CSP n ans naMmeHeHus sisbika oTobpakeHus
OKOH, BblAaBaeMbIX KpUNTONpoBakaepoM.

2.3. BBoa cepmiHOro HoMepa fMLUEH3nM Kpuntonposanaepa
«Kpuntollpo CSP»

Mpwn ycTtaHoBKe nporpamMmHoro obecneyvenuns Kpuntollpo CSP 6e3 BBOAA SINLEH3UM NOJSIb30BaTENIO
npenocTaBnseTcss JIMLUEH3MS C OrFpaHMYEHHbIM CPOKOM aencTteus. Ons mcnonb3oBaHus Kpuntollpo CSP
nocsie OKOH4YaHusa 3Toro cpoka (cM. Puc. 8) nonb3oBaTesnb A0SXKEH BBECTUM CEpPUIAHbIN HOMep c 6naHka
JIMueH3snn, nMnonyyeHHOM y  oOpraHmsauum-paspaboTumMka WM  OpraHuMsauum, WMelLWen npasa
pacrnpocTpaHeHus npoaykra.

Ona BBoaa nuueH3nu BbinonHute fMyck = [MMporpammbl = Kpuntollpo = YnpasneHue
nunuensnamm Kpunrtollpo PKI. B ocHacTtke Ynpasnenue nuueHsmsasmu Kpuntollpo PKI (cM. Puc. 4)
BbibepuTe MNpoAyKT, NIMLEH3UIO Ha KOTOpPbI Bbl XOTUTEe BBeCTU. B KOHTEKCTHOM MeHio Bbibepute Bce
3apaum - BBectu cepuiiHbiii Homep. (cM. Puc. 6)
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Jefictewe  Buag  Owxno  Cnpaexa
) @ e |
YNpaeneHue NNLEHINAMK 1]

@ Fpunml—l_pu:- WinLogon Iﬁ' Kpwunrollpo CSP
ll2 kewnrorpe cs2 —

Bce sagaqm ] ‘ Beect cepuiiHeIii HoMEp...

Bug »  Knwentckan, TLS-cepeep u apaiieep
1 3.6.6426
Hosoe okro oTcroaa agnueckoro agpa (CK3M): KC1 3.6.5358

Cnpaeka

Bbl MOMETE BEECTH HOBBIA CEPMITHEIR HOMED, MCNONE3YA COOTEETCTBYHOLLYHD KHOTKY Ha NaHemn
WHCTPYMEHTOE MAW KOHTEKCTHOE MEHHD JAHHOTD SMEMEHTA.

Ana ycTaHoekKn nuuensnonddero (lic) daiina eocnone3yiTeck anemeHTom "YnpasneHue
AUueHInAMK”,

BeecT HOBBIN CEpUAHEIR HOMER NULEHIMK

Puc. 6. BBoa cepuitHOro Homepa.

Cucrtema oTo6pasuT okHo «CBeAeHMs O Nnosb3oBaTesie», B KOTOPOM Heo6XoAMMO yKasaTb CBeAEeHUS
0 nofnb3oBaTene, opraHuMsauuM, a TakXke BBEeCTM CepuMHbIA HOMep C 6naHka JiMueHsum B
COOTBETCTBYIOWME nosis Beoga (cM. Puc. 7).

i '1
ﬁ! Kpunrollpo CSP M

CeeqelnA o NonL308aTene

YREmMTE cBeaeHuA o cebe,

Mones30BaTENL:

OpraHvzauMa;

CepuitHEIR HoMep:

Puc. 7. BBoa AaHHbIX JIMLEH3UN

Mocne BBOAa M HaxaTtmsa knasmwu OK npomsonger BO3BpaT K OCHACTKe YNpaBreHWe NULEH3USMMU
Kpuntollpo PKI ¢ yka3aHHbIM TUNOM NIMLEH3MM U CPOKOM ee aeicTBus (cM. Puc. 4).
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= Ynpasnenvie nvuensuam Kpuntollpo PK

w~ Qaiin feiicteme Bug Oxkno  Cnpaeka

«=|»F H

YNpaBneHNE TMLEHINAMMN

@ KpunTtelpo WinLogen Kpunrollpo CSP
|||E Kpuntollpo CSP -

Cpok geiictena nuuensum: 07.09.2010 (ncrek)

Tun nuuenznm Knnentckan, TLS-cepeep u gpalieep
Bepcua npogykra: 3.6.6426

Bepcua kpuntorpaduueckoro agpa (CK3M): KC1 3.6.5358

Bbl MOKETE BEECTH HOBBIA CEPUIAHBIN HOMER, MCNONBIYA COOTEETCTEYHOLLIYHD KHOMKY Ha
NaHEAW MHCTPYMEHTOE WK KOHTEKCTHOE MEHHD JaHHOTO 3EMEHTE,

Jna ycTaHoekk nuueHsvoddore (lic) galina eccnonesydTecs 3nemMedTom "YnpasneHune
NALEHINAMK",

Puc. 8. BpeMsa AeiACTBUSA NIMLIEH3UUN UCTEKJIO.

2.4. Hactpouka obopyaosanms CK3U

Bknagka O6opyaoBaHue KOHTposbHOM naHenn CK3W npeaHasHadeHa ans naMeHeHust Habopa
YCTPOWCTB XPaHEHMUS N CUMTbIBAHUS KJTIOYEBOW MH(OPMaUNM N AaTUMKOB CiiydarHbix umcen (Q4YC).

MpeaycTaHOBNEHHbIMU SIBASIIOTCA BCE CUWUTbIBATENM CMapT-KapT (M COOTBETCTBYIOLWME WM TUMbI
HOoCUTeNEe) U BCe AMCKOBOAbI CbEMHbIX AMCKOB, B ToM uucne flash-Hocutenn. B npouecce ycTaHOBKM
KpMNTOMNpoBaliaepa MOXHO AOMO/HUTENBHO 3aperncTpMpoBaTh B CUCTEME CUMUTLIBATENb «PeecTp».

ii& Ycranoeka "Kpuntollpo CSP™ } x|

Mocne AHKWE NpUroTOBEHWA K YCTAHOBKE NpoOrpadMbl

Mporparka FOTOES K HEYany YCTAHOBEH,

BribeprTe Tpebyemble DHONMOTERH N0AAEPHER (MOMHO HACTPOMTE MOZHE )

[T Zapervctprpoeate cumTeiEaTENE "PecTp”
¥ 3apervcTpHpOEATE CYMTHIEATENL CMAPT-KAPT

IF 3-EI|:IEFHET|:IHFIEIBEITI: CYMTEIEATENE CHEMHEDS HOCHTENEA

[T Menonezoeate vty ¥paHeHMA KNHYEH (MOMHO HACTROMTE NoZME]

HammHTe KHONKY "W TaHoBMTE", 4To0kBI HA4ATE YCTAHOEK!Y .,

YTobkI NPOCMOTREETE MM M3MEHHTE NaPAMETPEl YCTAHOBKKH, HamMHMTE KHOMKyY "Hasaa',
HammuTe KHoNKY "OTHEHE" ANA BelX043 M3 NPOrpattel,

<Hazaa i ¥cTaHoewTe OTHEHS |

B ncnonHeHun no yposHto 3awmntbl KC1 npeaycraHosneH buonormnyeckuii ICH. B ucnonHeHumsx no
ypoBHSIM 3awmTbl KC2 Buonormnyeckunin CH nnm annapatHbiii ICH «Cobonb» MoXxHO fo6aBuTb B npouecce
YyCTaHOBKW KpunTonpoBanaepa.
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ii& Ycranoeka "Kpuntollpo CSP™ x|

Mocne AHKWE NpUroTOBEHWA K YCTAHOBKE NpoOrpadMbl

Mporparka FOTOES K HEYany YCTAHOBEH,

BribeprTe Tpebyemble DHONMOTERH N0AAEPHER (MOMHO HACTPOMTE MOZHE )

[T Zapervctprpoeate cumTeiEaTENE "PecTp”
¥ 3apervcTpHpOEATE CYMTHIEATENL CMAPT-KAPT

IF 3-EI|:IEFHET|:IHFIEIBEITI: CYMTEIEATENE CHEMHEDS HOCHTENEA

¥ ZapervcrprpoBaTe AaTHME CiyHaRHER: Ykoen "Cobons"

[~ 3apervcTprpoBaTE BHONOTHHECKHI AETHHE CMYYaRHBI YMCEN (HE PEKOMEHAYETCA)

HammHTe KHONKY "YW TaHOBMTE", 4To0kBI HAYATE YCTAHOEKY,

YTobkI NPOCMOTREETE MM M3MEHHTE NaPAMETPEl YCTAHOBKKH, HamMHMTE KHOMKyY "Hasaa',
HammuTe KHoNKY "OTHEHE" ANA BelX043 M3 NPOrpattel,

< Hazan WETAHOEMTE | OTHEHS |

2.4.1. N3aMeHeHMe Habopa YCTPONCTB CUMTbIBAHUS KHOYEBOW MH(OpMaLUn
2.4.1.1. Ao6aBneHue cuntbiBaTens

Ona Toro, utobbl fobaBuTb cuuTbiBaTenb, BbinonHute Myck = Mporpammbl = Kpuntolpo =
Kpuntollpo CSP. Ecnu akTuBHa ccbiika «3anycTuTb C npaBaMu aagMumHuctpatopa» (cMm. Puc. 5) 1o
HaXMuTe e€ M nepenauTe Ha BKNagky O6opyaoBaHue. B naHenu HacTpoikm obopypoBaHms CK3U
Kpuntolpo CSP (cM. Puc. 9) HaxmuTe KHoNKy HacTpouTb cuutbiBaTeNM.
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& Kpwnrolpo CSP - “'l M

LononHKTENEHD ANrOpHTME I BesonacHoCTE | Winlogon
Ofiwme DGopyoBaHHE | CepBKc

CuMTeIBaTEMN 3FAKPBITEIX KIHOHER

Mo3BonAET AoBaEUTE MK YOoanuTe CHATEIBSTENM
3aKpPbIThIX KROYEH,

[ HaCTpoUTb CHUTLIBATENM. .. J

OETUMKM CNyYaiHEX YMcen

oorno -
ooig MozBonaeT AodEEMTE MMM YOAMMTE AETHYAKM CTYYSAHEX

ulooo YMCEN,

HacTpouTe 4CH... ]

THMEl KNKOYEBLIX HOCUTENENA

i MozeonAeT AoBEEMTE MNW YAEAWTE THMEl KMKKYEBEIX
:|§ HOCMTEREA,

HacTpouTe THMsl HoCMTENER. ., ]

Ok ] [ OTMeHa MPHMEHKTE

.

Puc. 9. KoHTponbHasa naHenb. Bknagka «0O6opynoBaHme »

Cucrtema oTo6pasuT OKHO «YnpasneHune cumTbiBaTensamm» (cM. Puc. 10).




XTAN.00050-02 90 03. KpunTtollpo CSP. NHCTpyKLMSA NO MCNOb30BaHUIO
E ¥npaeneHue CHMTBIEATENAMM Lﬁ,l

CyMTeIBaTENM

I
| ==
(=

YCTaHoBENEHBl CNEAYHIWKWE CHMTRIESTENM:

@ Bre CUMTBIBATENM CMADT-KapT
ﬁEce ChEMHEIE AWCKK
I:ﬁ Peectp
OobaenTh... ] | ¥OaNMTh | | CBOWCTES

QK | | OTMeHE

L

Puc. 10. OKHO «¥YnpaBJsieHue cYUTbiBaTe/IAMN>»

Ons Toro 4tobbl [06aBUTb CUMTbIBATENb, HaXMUTe KHOMKy JAo6aButb. [lpou3ongeT 3anyck
MacTepa yctaHoBkUu cunTbiBaTtens (cM. Puc. 11). B okHe MacTepa yCTaHOBKW HaXMuTe KHonky [anee.

-
E MacTep yCTaHOEKM CHWTHIBATENRA ‘ [ﬂ_hJ

MacTep ycTaHOBKN CYMThIBATENA

e
e
‘s

MEICTE.'FI YCTAGHOEKK NOMOr3eT BeINONHWTE YCTIHOBKY W
HECTPORKY CHWTHIBETENA KNIOYEELI HOCUTENEA.

1okl IPMCTYTMTE K YCTAHOBKE , HEMUTE KHomky " Odanee”.

Puc. 11. 3anyck MacTtepa yCTaHOBKU CUUTbIBaTeNs
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Cuctema otob6pasuT OKHO <«Bbibop cuuTbiBaTens» (cM. Puc. 12). Ona Toro uTtobbl A06aBuUTb
cunTbiBaTENb, BXOAAWMNM B cocTaB Auctpnbytnea CK3U Kpuntollpo CSP, B 3TOM OKkHe BbibepuTe u3 cnucka
CuMTbIBaTeNb, KOTOPbLIW cneayeT A06aBuTb, N HaXMUTe KHOMKy [Aanee.

E MacTep ycTaHoEKM CHWTRIBATEAR

Bwfiop cumTeEaTens
Karoii cunTeiBaTEN: HEOEXD MM YCTAHOBMTE ¢

BrifepKTe CUMTRIBaTENR, KOTOPEIA CNEayeT AofaBuTe, M HaxmMWTe kHonky “anse".

MporssomaTena: LpcTynHbIE CHMTEIBaTENM:

#¥ Dallas (D51410E)

Crypto-Pro Ltd. @ Dallas {D55097E)

Komnasua KpunTa-Tpo @ Dallas (DS50G7L)
E‘? Gemplus USE SmaritCard Reader 0
B fcopn
é’ﬂncmson A
] I

< Hasan ][ Hanee > ] [ CmeHa

Puc. 12. OkHo «Bbi60op cunTbiBaTens»

B 3aBMCMMOCTM OT BbIGpaHHOro cUMTbIBaTENS MOXET NoTpeboBaTbCs BbI6Op COEAMHEHUS AN 3TOrO
ycTpolictBa. Toraa cucrtema otobpasut okHO «Bbibop coeanHeHuns» (cM. Puc. 13). B 3ToM OKkHe Bbibepute
coeAMHEeHne ANs CUMTbIBATENS M HaXMUTe KHOMKy [anee.

E MacTep ycTaHoEKM CHWTRIBATEAR

Bwbop coemermn.
TpefyeTch BIfpaTe COBQMHEHWE ANA 3TOMO YCTPORCTEE

BrifepiTe coeoMHEHWE, KOTOROS CNEOYET MCNONBL30EATE ANA ASHHOMD COSMMHEHIAA.
Yrofkl Npoaom¥MTE YCTEHOBKY NOCNE COSAMHEHWA, HEXMMTE KHonky " anes”.

NocTyNHBIE COEMMHEHMA:

LFT1

LPT2

< Hasan ][ Hanee > ] [ CmeHa

Puc. 13. OkHO «BbI60op cunTbiBaTens»
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Cuctema oTobpasut okHOo «WMs cumTbiBaTena» (cMm. Puc. 14). B 3TOM OKHe BBeAUTe WUMS
BbI6paHHOro CYMTbLIBATENS M HAaXMUTE KHOMKY [fanee.

er

E MacTep ycTaHoEKM CHWTRIBATEAR ‘

Wrmn cuMTeEaTEns

TI:IEE','ETCH H33Ha4YUTE MMA ONA 3TOrD CYMTEIEATENAR

MoxHo nubo EBECTW XEN3EMOe UMA ANA 3TOr0 CYMTLIBEETENA, MWED MCNONEZ0EATL

MpEeANoKEHHDE HICKE MMA. Y706kl NpoooMXUTE YCTAHOBKY NOCNE BeIG0pE WMEHI,
HaxranTe kHonky " danes".

HMH CYMTBIEGTENA:

< Hazag ” Lanee = ] | Cimaeta |

Puc. 14. OkHOo «NMA cunTbiBaTensa»

CucteMa oTo6pasuT OKHO «3aBeplieHne paboTbl MacTepa YCTaHOBKWU cuuTbiBaTens» (cM. Puc. 15).

BHMMaTeNnbHO npoyMTanTe TEKCT B 3TOM OKHE,

KOMMNbKOTEP,

ecnu ato TpebyeTcs.

er

B Macrep ycranosxu cunteisatens ‘ I,ivh?-,l

3aBeplieHne paboTel MacTepa
YCTAaHOBKW CYUTbIBaTenA

BrifpanHenit Bamy cuvteiBaTens TpefyeT nononHWTENBHON
YCTEHOEKW OpafBEpa YCTPOACTES 0T NPOMSE0AMTENA
AaHHoro yoTpoficTea. Bel MoXeTe NonyuTe 3TW Apaifsepsl
Ha Eef-cepeepe KomMnaHuy Kpunto-Tpo no agpecy

http:/ fwww cryptopro rudcryptopro/products/csp/readers htm.

Yrofibl 38KOHYMTE YCTAHOBKY CYMTBIBATENA, HAXMUTE
kHonky “ToToBo™.

Mocne SaBEpIUEHWA YCTEHOBKW DEKOMEHAYETCR
MEPEZATPY 3N Th KomnboTED.

Haxrate kHonky “"Haszan”, ecnv TpefyeTch MSMEHMTE
NapaMeTpel YCTAHOBHKM.

< Hasag || fotoso | | Omena

Puc. 15. 3aBepwieHMe MacTtepa YCTAaHOBKM cuuTbiBaTens

HaXxMuMTe B HeM KkHonky FoToBO U nepesarpysute
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Mpumeuanme. B coctaB auctpmbytmea CK3W He BxoasT

ApariBepa " apyruve mMoaynu CTOPOHHUX npoussoanTenen,
obecneumBatowme B3aumogencrtene Kpuntollpo CSP ¢ anmapaTHoi
yacTblo. [na ux YCTaHOBKM cfieayeT BOCMOSb30BaTbCs MPOrpamMMon

||__!__!_|| yCT@HOBKM, MOCTaB/sSiEMOA  MPOM3BOAUTENSIMU  TakKuUX  YCTPOWCTB.
Hanpumep, ecnn Kpuntollpo CSP yXe YCTaHOBMEHO, W HYXHO

MCMoNb30BaThb HOBble YCTPOWCTBa, HeobxoanMo YyCTaHOBUTb
noaaepXvBarlimne gpariBepa v Apyrve Moaynam oT NMpous3BoAnTeNen 3Tmx
YCTPOWCTB.

2.4.1.2. YapaneHune cumtbiBaTens

Onga Toro 4tob6bl yganuTb cumTbiBaTesnb, BbinonHute Myck = Mporpammbl = Kpuntollpo =
Kpuntolpo CSP. Ecnu akTMBHa ccbiika «3anyCcTuTb C npaBaMu aamuHuctpatopa» (cMm. Puc. 5) TO
HaXMuTe e€ M nepenauTe Ha BKNagky O6opyaoBaHue. B naHenu HacTpoiikm obopypoBaHmsa CK3U
Kpuntolpo CSP (cM. Puc. 9) HaxmuTe KHoNKy HacTpouTb cuutbiBaTeNM.

CucteMa 0TO6pasnT OKHO «YrNpaBfieHWe cumTbiBaTensiMu» (cM. Puc. 10). Bbibepute cuuThiBaTEND,
KOTOpbI1 TpebyeTcs yaanuTb, U HaXXMUTE KHOMKY YAanuTb.

CucteMa oTtobpasut okHO «[lloaTBepxaeHue Ha yaaneHue cumTbiBaTens» (cM. Puc. 16). Haxmute
kHonky Aa. CunTtbiBaTenb 6yaeT yaaneH.

© N
E MNogTeep*aeHUe HA YAANEHWE CHUTHIEATEAR l‘ ]

! Bbl geACcTEMTENBHD XOTWTE YA3ANTE CHMTRIEATENR: Dallas (D51410E),
L LPT1?

Ja | [ Her

L

Puc. 16. OkHo «loaTBep>kAeHMe Ha yAasleHMe cuuTbiBaTens »

2.4.1.3. MpocMoOTp CBOMCTB cuMTbiBaTens

Ona Toro, 4tobbl MpPOCMOTPETb CBOWCTBA cuMTbiBaTens, BbinonHute Myck = MporpaMmbl =
Kpuntolpo = Kpuntolpo CSP un nepeigute Ha Bknaaky O6opyaoBaHue. B naHenu HacTpowiku
o6opyanoBaHusa CK3U Kpuntolpo CSP (cM. Puc. 9) HaxmuTe KHonky HacTtpouTb cumTbiBaTesu.

CucteMa oTO6pasnT OKHO «YNpaBfieHWe cumTbiBaTensMmu» (cM. Puc. 10). Bbibepute cuuThiBaTEND,
CBOWCTBa KOTOPOro TpebyeTcsl MpOCMOTPETb, U HAXMUTe kKHONMKy CBOMCTBA.

Cunctema otobpasnt okHo «CBolicTBa: MMa cumTbiBaTens» (cMm. Puc. 17), B KoTopoM oTobpaxkaeTcs
cnpaBoYHas MHGopMaumsa o BbIbpaHHOM cuMTbiBaTesle, B TOM 4YnC/ie, U AaHHble O COCTOSHUM YCTPOMCTBA.
Mocne NpocMoTpa CBOMCTB CUMTbIBATENSI HAXMUTE KHOMKY OK.
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E Peectp @1

CUMTBIBETENE MHPOPMALIK M3 pEeCTRE.

BubnuoTeka CONPAAXEHMA:

CocToAHKE: Moakno4eHsl
MzroToBMTENE: KoMnaHua KpunTo-lpo
Bepoma: 3.6.4299.0

[ OK ][ OTMeHa ]

Puc. 17. OkHO «CBOMCTBa: UMA CUUTbIBaTeEsNIA »

2.4.2. N3MeHeHne Habopa yCTPONCTB XpaHeHUS Kto4eBOn MHGOpMaLmnm
2.4.2.1. JAo6aBneHune HocuTens

Onsa Toro 4utobbl 06aBUTL HOCUTENb KOYEBOW MHMOPMauuu, BbinonHuTe Myck = MporpamMmbl
= Kpuntolpo = Kpuntolpo CSP. Ecnu akTnBHa ccblfika «3anyCcTuTb C NpaBaMun agMUHUCTpaTopa» (CM.
Puc. 5) To HaxMnTe €€ u nepenaute Ha BkNaaky O6opypoBaHme. B naHenun HacTponku ob6opyaoBaHus
CK3U Kpuntolpo CSP (cM. Puc. 9) HaxMuTe KHONKy HacTpouTb TUMbl HOCUTENEMN.

CucteMa oTo6pasnT OKHO «YNpaBfieHWe KtYeBbIMUM HOCUTENsIMU» (CM. Puc. 18).

18
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E ¥npasneHue KIHOYESHIMKM HOCUTENAMM Lﬁj

E.I'IH:I‘-IEEH:IE HOCHUTENK

IPOT INPASPOT 1

m

IPOT TMPASPOT2

i Rutoken

& cha CARDOS v4.38
& cha JCOP 21

4 cha JCOP 31

4 cha JCOP 31R -

ry

OobaenTh... | | ¥OaNMTh | | CBOWCTES

18,9 ] | OTMeHE

L

Puc. 18. OKHO «¥YnpaBsieHue KJlo4YeBbIMU HOCUTENAMN >

Ons Toro 4tobbl 406aBUTL KIOUEBOIM HOCUTENb, HaXXMUTe KHOMNKY [Ao6aBuTtb. [ponsongeT 3anyck
MacTtepa ycTaHOBKM Kito4yeBoro Hocutensa (cm. Puc. 19). B okHe Mactepa yCTAaHOBKM HaXXMWUTE KHOMKY
Oanee.

MacTep YCTAHOBKW KNHOYEEBOro HOCHTENA XI

MECTEP YCTaHOEKHW KNKOYEEOIMo
e
HOCKHMTenA

—

M acTEp YCTAHOBKM NOMOrSET BRINOAHUTE YoTSHOBEY M
HAcTPOAKY EMKDYEERI HOCHTENSHA,

HTobe NpHCTYNMTE K YCTaHOBKE, HammMTe kHonky " Hanes',

< Hazan, I Danee » I OTtieHa

Puc. 19. 3anyck Mactepa yCTAaHOBKM KJ/IIO4E€BOIro HOCcUTens
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Cuctema otobpasnt okHo «Bbibop kntoueBoro Hocutens» (cMm. Puc. 20). B 3ToM okHe Bbibepute

KJIH0YEBOM HOCUTEND, KOTOprI‘/JI cnepyer ,D,O6aBMTb, U HaXXMuUTe KHOMKy Aanee.

E MacTep ycTaHoBKM KNHYEEDTD HOCUTENA

Bwbop kmouesoro HocuTENR
Karaoll Knoyesoi HOCKMTENE Heolxo QMMO Vo TEHOBWMTE 7

BriGepWMTe KNOYEBDIA HOCKTENL, KOTOPRIA CReayeT OoGaBWMTE, M HaXMIUTE KHonky " [anes”.

MpolzE0AMTENA: ocTyNHbIE KNOYEBHIE HOCHTEMIA:
#¥Ds 193¢
Charismathics GmbH & MPCOSEMY
Kornansua KpunTo-Tpo & cha CARDOS V4.3B
& cha JCOP 21
8 MarucTpa
8 MarvcTpa Chepfank/BGS
[y == [ Y

< Hazag ][ anee = ] [ Cimaeta

Puc. 20. OkHO «Bbi6op KNOYEBOro HocuTensa »

CucteMa oTo6pasuT OKHO «MMsi KtoyeBoro Hocutens» (cMm. Puc. 21). B 3ToM OKkHe BBeAMTE UMS

BbIBpaHHOIMO HOCUTENS N HAXMUTE KHOMKY [lanee.

E MacTep ycTaHoBKM KNHUEEDTD HOCUTENA

Wrn Kmouyesoro HoCHUTENS
TpefiyeTcA HESHAYMTE MMA ANA 3TOMD KNOYESaro HOCWTENA

MoxHo nubo BEECTA XENaeMoe MMA ANA 3TOrD KNIOYSB0ro HoCKTENA, N
MCMONES0EATE NPEANOKEHHOS HICKE WMA. YTobkl NPOAOMKMTE YCTAHOBKY NOCHE
Bbifopa uMeHW, HaxmuTe kHomky " danee".

MM#A Knioyesoro HOCUTENR:
MPCOSEMY

< Hasan ][ Hanee > ] [ CmeHa

Puc. 21. OkHO «MSA K/IIOHUEBOro HOCUTENSA>>
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Cuctema MoxeT oTo6pasuTb AOMONHUTENbHbIE OKHa B 3aBUCMMOCTU OT TUMa K/OYEBOro HoCcUTenNs,
Tak ana MPCOS/EMV 6ynet oTtobpaxeHo OokHO «Pa3meTka kapTbi» (CM. Puc. 22). B 3TOM OKHe yKaxuTte

pa3MeTKy KapTbl U HaXXMWUTe KHOMKy [lanee.

-
E MacTep ycTaHoBKM KNHUEEDTD HOCUTENA

Kakan pasmenca kapts?
YeTaHOBMTE MNapaMeTpbl PaSMETHN KapTel

ATR: [AB2A008065A20101010072D641

Macka: FFFFFFFFFFFFFFFFBFOOFFFFFD

Mpunoxenwe CPCSP

< Hasan H Hanee > ] | CmeHa

Puc. 22. OkHO «Pa3MmeTka KapTbl>»

CucteMa 0TO6pasuT OKHO «3aBeplueHue paboTbl MacTepa YCTAHOBKWU K/HOYEBOro Hocutens» (Cm.

Puc. 23). HaxmuTe B HeM kHonky FoToBo.

-
E MacTep ycTaHoBKM KNHYEEDTD HOCUTENA ‘

==X

3aBeplieHne paboTel MacTepa
YCTAHOBKW KNKYEBOro HOCHUTENA

Yrofibl 38KOHYMTE YCTAHOBKY KMOYEE0ro HOCUTENA,
HaxmMuTe KHonky “ToToBo™.

Hasmiate kHonky “"Hasan”, ecn TpefyeToR M3MEHWMTE
NapaMeTphl YCTAHOBHKM.

< Hasag || fotoso | | Omena

Puc. 23. 3aBepLieHMe MacTtepa YCTAaHOBKM KJIIOYEBOro Hocurtens
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2.4.2.2. YpaneHue K0o4eBOro Hocurens

Onsa Toro 4tobbl yaanuTb KNOUYEBOW HOcUTeNb, BbinonHuTe Myck = Mporpammbl = Kpuntollpo
= Kpuntolpo CSP. Ecnn akTuBHa ccbiika «3anyCTuTb C npaBaMu aaMuMHuUcCTpaTopa» (cM. Puc. 5) To
HaxXxmMuTe eé u nepenaute Ha BkNaaky O6opypoBaHue. B naHenn Hactpoiikm obopyposaHus CK3U
Kpuntolpo CSP (cM. Puc. 9) Haxmnte KHoNMky HacTpouTb TUMbl HOCUTENEMN.

Cuctema 0T06pa3uT OKHO «YnpaBneHue K4eBbiMM HocuTensamu» ( cM. Puc. 18). Bbibepute
K/TIOYEBOW HOCUTENb, KOTOPbIV TpebyeTcs yaanuTb, U HaXMUTE KHOMKY YAanuTb.

CucteMa oTtobpasut okHO «loaTBepXxaeHWe Ha yAaneHue Kaw4yeBoro Hocutensa» (cm. Puc. 24).
Haxmute kHonky Aa. KnioueBon HocuTenb 6yaeT yaaneH.

r 5
E HDATEEPJK,D,EHHE Ha YAaneHWe KNHYeB0rs HooMTEna LJ

! . Bel geficTEMTENBHD XOTHTE YA3AWTE KAKOYeBoH HoonTens: MPCOSEMYT

Oa | [ Her

L

Puc. 24. OkHo «loATBep>kAeHMe Ha yAasileHue K/1I0UeBoro HocuTtens»

2.4.2.3. MpocMOTp CBOMCTB KJIIOUEBOIro HocUTens

Onsa Toro uto6bl NPOCMOTPETL CBOMCTBA K/IOYEBOro Hocutens, BobinonHuTe Myck = MporpaMmebl
= Kpuntolpo = Kpuntollpo CSP u nepeiaute Ha Bklaaky O6opyaoBaHue. B naHenu HacTporku
o6opyanosaHusa CK3U Kpuntolpo CSP (cM. Puc. 9) HaxmuTte KHonky HacTtponTb HocuTenu.

Cnctema o0T06pa3svT OKHO <«YnpaB/eHue K4yeBbiMM HocuTensamm» ( cM. Puc. 18). Bbibepute
K/1l0UEBOM HOCUTENb, CBOMCTBA KOTOPOro TpebyeTcss MpOCMOTPETb, U HaXXMUTe KHonky CBOMCTBA.

Cnctema otobpasut okHO «CsoicTtBa: MMsa Hocutensa» (cMm. Puc. 25), B koTopoM oTobpakaeTcs
cnpaBoYyHas uHdbopMaumss o BblIGpaHHOM K/IHOUEBOM HOCUTENE, B TOM 4YMCNEe, U AaHHble O COCTOSIHUMU
ycTporicTea. ocne npocMoTpa CBOMCTB K/KOUEBOIr0 HOCUTENS HaXMUTE KHOMKY OK.
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g mrcosemy |

MPCOSEMY

BubnuoTeka CONPAAXEHMA:

CocToAHKE: Moakno4eHsl
MzroToBMTENE: KoMnaHua KpunTo-lpo
Bepoma: 3.6.4293.0

[ oK ][ OTMeHa ]

Puc. 25. OkHO «CBOMCTBa: UMA HOCUTENS »

2.4.3. HacTponka gatumkoB cny4danHbix ymncen (ACH)
2.4.3.1. Ao6aBsnenune ACY

Onsa Toro uto6bl AobasuTb [CH, BoinOnHUTE Myck = Mporpammsbl = KpunTtolpo = Kpuntollpo
CSP. Ecnn aKTMBHa CCbllka «3anyCcTuUTb C nNpaBaMu agMuHucTpatopa» (cM. Puc. 5) To Haxmute €€ u
nepenauTe Ha Bknaaky O6opypnoBaHme. B naHenu HacTtponkm obopyaoBaHmns CK3W Kpuntolpo CSP (cm.
Puc. 9) HaxmuTe kHonky HacTtpoutb [CU.

CncreMa oTo6pasunT OKHO «YnpaBieHue gaTymKaMmn crydarHbix umncen» (cMm. Puc. 26).
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i -
E ¥npasneHrue JaTUMKaMK CTyHaMHER YWCE @

[ETumkM cnydaiHex Yicen

YCTaHoBENEeHBl CNeaAYHOWKME AATYHMKM I'_I'I'!.I"-IELT1HI:-II HMCen:

OobaenTh... I I ¥OaNMTh I I CBOWCTES

QK ] I OTMeHa MpMHEHKTE

L

Puc. 26. OKkHO «YnpaBsieHMe AaTyMKaMmn CllydyalHbIX Yyncen»

Onsa Toro 4ytobbl pobaButb OCH, HaxmumTe kHOMNKy Jlo6aBuTtb. [powusoigeTr 3anyck MacTtepa
yctaHoBku [CH (cM. Puc. 27). B okHe MacTepa yCTaHOBKM HaXXMUTe KHOMKy [anee.

MacTep ycTraHosk4 ACYH : l(]

MacTtep ycTaHoBku [1CH

Macrep YCTAHOEKH NOMOraeT BeINOAHWUTE YCTAHOBKY U
HACTPOMKY AETYMKOB CyyaiiHelx uwcen [JACH).

Urofbl NPUCTYNMTE K YCTEHOBKE, HaxmuTe KHonky " Nanee.

Ormexa |

Puc. 27. 3anyck Mmactepa yctaHoBku [1CH

Cucrtema otobpasnt okHO «Bbibop ACH» (cM. Puc. 28). B 3ToM okHe BbibepuTe gaTumk ciy4variHblX
yuncen, KOTopbI cneayeT Ao6aBUTb M HaxXMUTe KHOMKy Aanee.
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MacTep ycTaHoekd ACYH '

Bwtop JCY
F.akoi JICH HeofxogmMmo yCTaHOBMTE !

Brigepure JCH. koTopelld cieayeT AoBaEMTE, M HakMKTE KHonkY ' Janee’’.

NpouseogHTen; HoctynHee JCH:

[Bze NpoHMsEOIMTENM]
Kernatis Kpurma-Tlpo Brionoriyeckui J1CH

F.purrallpo MerogHei Marepuan
i! Cotone

¢ Hazan, I Hanee » I OTrEHA

Puc. 28. OkHO «Bbi6op ACY>»

Cuctema otobpasut okHo «Wmsa ACH» (cMm. Puc. 29). B 3TOM OkHe BBeauTe UMSA Bbl6paHHOro
AaTuMKa CnydamHbIX YMCEN N HaXMUTE KHOMKY [anee.

MacTep ycranoskd ACY

Hma ACH
T pedyeTcA HasHaYMTE MA 4nA 3Toro Q04

Moo nuon BEECTH Kenaemoe WA A 3Tara JCY ., aubo enonesoeaTs
MPELN0#EHHOE HA#E WA, HTo0k8 NpOLOAKKTE YCTAHOEKY NOCAE BRIGOPE MMEHM,
HasrauTe kHomkey ' Danee',

Hraa OCH:

< Hazan I Hanee » I OTreHa

Puc. 29. OkHO «Uma ACY>»

CunctemMa oTtob6pasuT OKHO «3aBeplueHne paboTbl MacTepa ycraHoBkm OCY» (cm. Puc. 30). HaxmuTte B
HeM kHomnky FOTOBO W Nepesarpy3vTe KOMMbOTEP.
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MacTep ycTaHoexkd ACYH ﬂ

3aeeplweHue paboTel MacTepa
yeTaHoekn ACY

Urofkl sakoHYuTe ycTaHoeky JCH, HakmdTe KHONEY
"oToeo',

Mocne saEEpWEHUE YCTAHOBKM PEKOEHLYETCA
MNEPE3AMPY3IMTE korneoTep.

Hasraume kHonky "Hasan'', ecnd TREOYETCGA MEMEHWUTE
NapAtET Pkl YCTSHOEK M.

OTrEHA |

¢ Hazan,

Puc. 30. 3aBepwieHne Mmacrepa yctaHoBku 1CH

2.4.3.2. Ypanenune 4CH

Ong Toro ytobbl yaanute ACH, BeinonHute Myck = Mporpammbl = Kpuntollpo = Kpuntollpo
CSP. Ecnm aKkTMBHa ccblika «3anycTuUTb C NMpaBaMu agMuUHUCTpaTopa» (CM. Puc. 5) To HaxmuTe eé un
nepenaute Ha BKnaaky O6opyaoBaHue. B naHenn HacTporikn obopyanosaHus CK3W Kpuntolpo CSP (cMm.
Puc. 9) HaxmuTe kHonky HacTtpoutb [1CH.

Cuctema otobpasnT OKHO «YrnpaBrieHWe AaTuMKaMu CnydamHbiX dmucen» (cM. Puc. 26). Bbibepute
AaTuYnK, KOTOpbI TpebyeTcs yaanuTb U HaXXMUTE KHOMKY YAanuTb.

Cuctema oTo6pasnT okHO «[loaTBEpXAEHWE Ha yAaneHue aaTyuka cnydarHbiX ducen» (cm. Puc.
31). HaxmMuTe kHomnky Aa. [aTtyuk cnyyainHbix umcen 6yaer yaaneH.

MNoaTeEpH AEHHE HA ¥ A ANEHHE AaTUYHKA El'l'[l"-lﬂﬁthH H4Cen XI

) 'j Bkl AEFCTEMTENEHD XOTHTE YAAMHTE A3THHE CIYHaAHER: YHcen: KpunTollpo MoxoaHeiA MaTeprant
L

43 |

Puc. 31. OkHo «lMoaTBep>xaeHue Ha yaaneHue [CY»

2.4.3.3. MpocmoTp ceBoiicTB [CH

Ona Toro 4to6bl NpocMoTpeTh cBoncTBa ACYH, BbinonHuTe Myck = Mporpammbl = Kpuntollpo =
KpunTtollpo CSP 1 nepeiaute Ha Bknaaky O6opyaosaHue. B naHenu HacTpoliku obopyanosaHuns CK3U
Kpuntollpo CSP (cM. Puc. 9) HaxmuTe kHonky HactpouTtb [ CM.

Cuctema otobpasnT OKHO «YrnpaBrieHWe AaTyMKaMu CnydamHbiX ymucen» (cM. Puc. 26). Boibepute
[aTunK, CBOMCTBA KOTOPOro TpebyeTcs NpoCMOTPETh, U HaXMuUTe KHonKy CBOMCTBA.

Cuctema oto6bpasnt okHo «CsomcrtBa: Wma ACY» (cm. Puc. 32), B KoTOpoM oTOob6pakaeTcs
cnpaBoYHasi MHGOpMaums 0 BbIBpaHHOM AaTumKe ClyYamHbIX YNCen, B TOM YNC/IE U AaHHbIE O COCTOSIHUM
ycTporicTa. MNocne npocMoTtpa ceoncts JCH HaxmuTe KHOMKy OK.
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BHonorHYeckd 124,

BMONMOTEKS CONPAKEHMA:

COCTOAHME! Mok NHIHEHE
MEraToEHTENE: F.oMAaHKa KpunTo-Tpo
EBepcHa: 3.6.4151.0

OF I OTHEHS L

Puc. 32. OkHo «CBoicTBa: uma [CY»

MpuMmeuvaHue. Ecnn B CK3M HacTpoeHO HECKO/IbKO AaTyYMKOB
CNyyYyamlHbIX 4ucen, TO nNpu  (GOPMMPOBAHMN UCXOLHOM  KJHOUYEBOM
mHdopmauum 6yaeTr wucnonb3osatbcs [ACH, Haxoaswuics B CNMcke
yCTaHoB/ieHHbIX [CHY B camoli BepxHenm CcTpoke, ecnn [OCYH He
yCTaHoOBJ/IeH, TO 6yaeT ucnosb3oBaH cneaywwmii n 7.4. Hanpumep, ecnm
yCTaHOBJ/IEHO [ABa JaTumka CiydanmHbix uumcen - buoACH wn [ACH
DneKkTpoHHOro 3amka <«Cobosb», OHWM HaxoAATCA B COCTOSSHUM —

ﬂ_!‘.__“ «MOAK/OYEH» U B BEPXHEN CTPOKe CnuMcKa AaTYMKOB CllydalHbIX ymcen
ykasaH [OCY DnekTpoHHOro 3amka «Cobonb, TO dopMMpoBaHue
MCXOAHOM KtoveBOW MHdopMauum 6yaer ocyuwecTBnaTecs Ha ACH
DOneKkTpoHHOro 3aMka <«Cobonb». [Ona wcnonb3oBaHus bBuodCH,
Heob6xo0AMMO C MOMOLWbK KHOMOK ﬂ ﬂ nepemMecTuTb ero Ha
BEPXHIOKO MO3MLMIO B CMUCKE.

2.5. PaboTta c KoHTenHepaMn n ceptTudmrKaTamu
Bknagka CepBuc KoHTponbHoM naHenu CK3U Kpuntolpo CSP npeaHasHadeHa ANs BbINOSIHEHUS
cneayowmx onepaumi:
o KonnpoBaHue 1 yaaneHue 3akpbITOro Kw4ya, HaxoAaswerocs B CyLWeCcTBYOWEM KOHTenHepe;

o TecTnpoBaHue (NpoBepka paboTtocnocobHOCTM) M oTobpaxeHue CBOMCTB Kitoda (Kuen) m
ceptudukarta (cepTmdnKaToB) B CYLLECTBYIOLLEM KOHTENHEpPE;

. MpocMOTp M ycTaHOBKa cepTuduMKaTa, HaXOASAWErocs B CYLLECTBYHOLWEM KOHTeWHepe
3aKpbITOro K/to4a Ha HocuTene;

e  OcywecTBneHne CBA3KM MexAay CYLeCTBYIWNM cepTudmkaTom nis dainna n CywecTBYoWmnM
KOHTEMHEPOM 3aKpbITOro K/o4a Ha HocuTene;

. MN3MeHeHMe 1 yaaneHue 3anoMHeHHbIX naponen (PIN-kogoB) AOCTyna K HOCUTENSM 3aKpbITbIX
KJto4en;

e Ouuctka wuHbOPMaUMM O PpaHEEe WCMNONb30BAHHbLIX CbEMHbLIX HOCUTENSAX, Ha KOTOPbIX
pacnoJsiarasinCb KOHTEMHEPbI 3aKpbITbIX K/THOYEN.
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2.5.1.

TecTnpoBaHuMe, KOMMPOBaAHME U yaaneHne KoHTenHepa

3aKpbITOro Ksiro4a

2.5.1.1.

TecTupoBaHue KOHTEHEepa 3aKpbITOro KJk4a

Ons Toro 4tob6bl nMpoBecTn TecT paboToCrnocO6HOCTM KOHTEMHEepa 3aKpbIiTOro K/k4a, BbIMOSHUTE
Myck = Mporpammbl = Kpuntollpo = Kpuntolpo CSP u neperiante Ha Bknagky Cepsuc (cM. Puc.
33). Haxmute kHonky MpoTecTtupoBaThb.

b

E Kpuntollpe CSP

S

o & . &
LononHKTENEHD ANrOpHUTME BezonacHoCTE I Winlogon |
ObLwme OhopyLoBaHWE | Cepenc

KOHTEAHED SEKPEITOrD KNOYE

3TH MACTEpa NOZEONAKDT NPOTECTHPOBATE, CKONMWPOBATE MK
¥oanuTb FZEIHTELT1HE|:I 3AKPbITOrD KNko4a C HOCMTENA.

[ MpoTectvposate. .. | [ CKOMMPOBETb. .. ] [ ¥OanTb. ..

CepTHdMKaETEI B KOHTEAHEDE SEKPEITOMD KMoHa

3TOT MACTEP NOZBONAET MPOCMOTPETE CEPTHRMKETEI, HAXOOALLMECA
B KOHTEHEDE 38KDLITOMD KIKIYE, M YCTAHOBMTE MX B XPaHMMMLLE
CEPTURMKETOB,

[ MpoCMOTPETE CEPTHUDMKATEI B KOHTERHEPE, ..

MAYHEIR cepTIdMKaT

3TOT MACTEP NOZBONAET CBAZETE CEPTHAMKET M3 haina ©
KOHTEAHEDOM 3EKPEITOrD KNKYE, YCTAHOBWE 3TOT CEPTHHMKAET B
KPEHMIHLLE,

[ Y¥CTAHOBWUTE NWYHEIA CEPTUDMKET. .. ]

Mapony 3aKpeITeIX KIoYel

STH MACTEPS NOSEQAAKDT M3MEHEHWTE Naponi {TTMH-+oakbl) 3aKpeTex
KIOMER MW YOEMWMTE 3AM0MHEHHEIE DSHEE NEP0H,

[ MEMEHWTE Naponk. . . ] [ Y¥AAMNMTE 3AMNOMHEHHEIE OAPOMM. .. ]

[ Ok ][ OTMeHa ] MpHUMEHUTE

Puc. 33. KoHTponbHasi naHenb. Bknagka «CepBuc»

Cucrtema oTo6pa3mnT oKHO «TeCcTUpoBaHWe KOHTEMHepa 3aKpbIToro kat4va» (cM. Puc. 34).
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r — — — =5
E TecTuposaHue KOHTEHEDA 33KPLITCIO KAXOHE @
. ]
KonTeiinep 3aKpbiTOro Kato4a i
BBEAMTE MNK YKEHWTE KOHTEAHED 3aKPLITONO KNKDHa, KOTOPEIR HeobxoauMo g |
MPOTECTMPOBATE

MIMA KNHDYEB0rD KOHTERHEDE;

| Ofzop... |
BEEOEHHDE MMA 3308ET KNKIYEE0N KOHTEMHED: | Mo cepTUDMKETY. .. | i
@ NonbzoBaTens
KoMneioTepa

Boibepute CSP onA NOMCKE KNKOYEBEIX KOHTENHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider - |

< Hasan Oanee = OTMeHa

Puc. 34. OkHO «TecTupoBaHue KOHTEWHepa 3aKpbITOro Kjkua»

B 5TOM okHe Heobx0AMMO 3anoNHUTL cneaytollee none BBoAa:

e UMA KNIIOUEBOro KOHTEeMHepa - BBOAUTCA BPYUHYIO UK BblbupaeTcs ns cnmucka (cM. Puc. 37)
nocpeacTBOM HaxaTus KHOMkn O63op.

Onumu nowucka:

o BBeaeHHOe MMA 3ajaeT KJII4YEeBOW KOHTEMHep - nepeksiyatesb yCTaHaBNMBaeTCs B
nonoxeHve Monb3oBaTtenb Ui KoMnbrotTep, B 3aBMCUMOCTU OT TOr0, B KaKOM XpaHW/MLLE PacnOSIoXeH
KOHTelnHep.

o Bbi6epute CSP oNna nomckKa Ka4YeBbiX KOHTEAHEepOoB - HeobXxoaAnMbIi KpunTonpoBanaep
(CSP) BbibnpaeTtcs U3 npeasiaraemMoro crimcka.

MoXHO Takxe BblbpaTb KOHTEMWHEp, COOTBETCTBYHOLWMA YCTaHOB/IEHHOMY B CUCTEMe cepTudukaTy.
[ns aTOoro BMecto kKHonkn 0630p HyXXHO HaxaTb Mo cepTudmukarty m BoibpaTb M3 CNMCKka cepTUdMKaTOB,
YCT@HOBJ/IEHHbIX B JIMYHbIE XpPaHMANLLA NOMb30BaTENS UK, €CIN eCTb NpaBa aAMMHUCTPATOpa, JIOKaNbHOro
KOMMNbIOTEpPA, TOT, KOHTEHep KOTOporo Heob6xoAaMMo npoTtecTupoBath (CM. Puc. 38);

lMocne TOro, Kak BCe Noasa 3anofiHEeHbI, HAXMUTE KHOMNKYy [anee.

Ecnv Ha pocTyn K 3aKpbiTOMy K/OUYYy YCTaHOBJIEH Maposib, TO CUMCTEMA MOMPOCUT BBECTU €Ero.
BBeauTe naposb U HaxMuTe KHonky OK.

Cuctema otobpasnT NTOroBoe OKHO MacTepa «TeCTMpOoBaHMe KOHTeMHEepa 3aKpbIToro Koya» (CcM. Puc.
35), B koTopoM b6yaeT BbiBeAeHa MHPOpMaUMsa 0 AaHHOM KOHTENHepe u pesynbTaT TecTa.
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-
E TecTuposaHKe KOHTEAHEDA 33KPLITOND KAKHE

-

Sl

3aBpepweHne paboTel MacTepa
Ig NPOBEpPKN KOHTEelHepa

PesyNeTaTEl NPOBEQKA:

KoHTEAHED 3aKPEITOMD KNKYa

4 L

MpoBEpKa SAEEPIUEHA YOMEWHD  OWMA0K He ofHapy#KeHD =

WMA vas-cpca-2009
YHUKANBHOE MMA REGISTRY\\was-cpca-201 =
FQCM W \REGISTRY \was-cpca-
3Arpyska KoHei YCMewHo

Kooy obMeHa AOCTYNEH
IKCMOPT K4S pazpeweH
anropHTH [MOCT P 34.10-2001 DH

MICT P 34.10-2001, nap
MOCT P 34.11-94, napar
CEDTHDMKET B KOHTEHHEDE COOTBETCTEVET 3AKDLIT!

< Hazan |[ [oToBO ] | OTmMeHa

-

Puc. 35. UToroBoe OkHO «TeCcTUpoBaHWE KOHTEMHEepa 3aKpbITOro Kjtua»

2.5.1.2. KonupoBaHue KOHTelHepa 3aKpbITOro KJjrwua

Ong Toro 4ytobbl cKONMpPOBaTb KOHTEMHep 3aKpbITOro kato4a, BbinonHnte Myck = MporpamMmbl =
Kpuntollpo = Kpuntollpo CSP n nepengute Ha Bkiaaky CepBuc (cM. Puc. 33). HaxmumTe KHOMKY

CkonupoBaThb.

Cucrtema oTo6pasuT okHO «KonunpoBaHWe KOHTeNHepa 3akpbIToro knw4da» (cMm. Puc. 36).

-
E KonuposaHwe koHTENHEPE 33KDBITOND KAKYa

=,

KoHTedHep 3aKpbITOro KAKYa

BBEaWTE MNK YKEHKWUTE KI:IHTEI:1HE|:I 3AKPBITOrG KNeD4a, KI:ITI:Il:IbII:1 Heobxoammo
CKONMpOBaTE

MIMA KNHYEE0rD KOHTEAHEDA!

=
T=

| Chzop... |

BEEAEHHDE MMA 3303ET KNKHEE0N KOHTEAHED: | Mo cepTUDMKETY. .. |

@ NonszoBaTENA
KoMnbioTepa

Boibepute CSP AnA NOMCKE KNOYEBEIX KOHTEHRHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider - |

< Hazan Jdanee = OTMeHa

Puc. 36. OkHO «KonupoBaHue KOHTEeHepa 3aKpbITOro KJtoua»
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B 5TOM okHe Heobx0AMMO 3anoNHUTL Cneaytollee none BBoAa:

e IMA K/1lOUEBOro KOHTEeMHepa — BBOAUTCA BPYYHYIO UKW BbibupaeTtcs na cnucka (cM. Puc. 37)
nocpeacTBOM HaxaTus KHonkn O63op.

Onumu noucka:

o BBeaeHHoe MMA 3ajaeT KJKUYEeBOW KOHTeMHep - nepeksiyaTtesb yCTaHaBNMBaeTCs B
nonoxeHue Monb3oBaTenb uin KoMnbrotTep, B 3aBMCUMOCTU OT TOrO, B KAKOM XpaHWU/vLLE PacrofioXeH
KOHTENHep;

o Bbi6bepute CSP oNna nouckKa Ka4YeBbiX KOHTEAHEepoB - HeobxoanMblii KpunTonpoBamnaep
(CSP) BbibpaeTca n3 npegnaraemMoro cnucka.

F N
Kpuntollpo CSP R—
0:00:352
Bribop KNHOYEB0ro KOHTEMHEPa
B crMcKe NoKaseBaTe:
@ [pywecTBeHHBIE MMEHE () ¥HUKENBHBIE MMEHE
CNWCoK KNYEBEIX KOHTERHEPOE NoNb30BaTENA:
-~
CUMThIBETENE  VMA KOHTERHEPS “[
PescTp 555 |E
Peectp 7788 B
i PeecTp le-2fadf75a-1f 1a-4d3e-35e3-88de 544251 5d
PeecTp le-50c9e4de-fa2d-4825-b25d-fan425725dfe
1 | ' T ' 3
| |
0K ] [ OTMEHE
e

Puc. 37. Bbi6op kn0oueBOro KoHTenHepa

Bribop cepTuduraTa d |

BrIBepHTE CEpTHRMKEAT H3 ¥PaHHAMLLE “MHYHEIE" TEKYLWErD NONE30EaTENA HAH
NOKaNEHOMD KOMNEHITERA,

F.amy BblAaH | F.emM BblAaH | HazHa4eHHA | [MOHATHOE ... | Cpok ASHC,. .,

new user Test Cente.,, [Mpoeepka ... OTCyToTEYeT  15.02.2009
g OTCYTCTEYET 15,0 19

itatianka Test Cente... [poEepka ... 15
Iu:u:al com... TestCente... [lpoeepra... OTCyTCTEyeT  15.02.2009

4| | ]
| O I CTMEHS MNpocHoTp cepTHDHKATA |

Puc. 38. Bbi6op cepTudmnkara

MOXHO TakXe BblbpaTb KOHTEWHEpP, COOTBETCTBYHOLMA YCTAHOB/IEHHOMY B CUCTEME CepTuduKaTy.
[nsa aToro BMecto KHonkn O630p Hy>XHO HaxaTb Mo cepTudukarty 1 BoibpaTb M3 cNMcKa cepTMdUKaATOB,
YCT@HOBJ/IEHHbIX B JIMYHbIE XpPaHUINLLA NOMb30BaTENS UK, €CTN eCTb NpaBa aAMUHUCTPATOpPa, JIOKaNbHOIo
KOMMblOTEPA, TOT, KOHTENHEpP KOTOpOro Heob6xoammo ckonmpoBaTtb (cM. Puc. 38);

Mocne Toro, Kak BCe Moss 3amoJiHeHbl, HAXXMUTE KHOMKy [anee.
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Ecnn Ha AoCTyn K 3aKpbITOMY K/HOYY YCTaHOBJIEH Maposib, TO CUCTEeMa MOMpocuUT BBECTU e€ro.

BBeauTe naposb U HaxMuTe KHomnky OK.

Cuctema oT06pasuT okHO «KonmpoBaHue KOHTeMHepa 3akpbiToro kitoda» (cMm. Puc. 39), B KOTOpOM
Heo06Xxo0ANUMO BBECTM MMS HOBOIO K/1HOUEBOr0 KOHTEHepa M yCTaHOBUTb nepekatodatess BBeaeHHoe nms
3apaeT KJlo4YeBOoi KOHTeWHep B nosioxeHne Monb3oBaTtenb nin KoMmnbroTep, B 3aBUCMMOCTM OT TOrO,

B KakoM XpaHunuuwe TpebyeTcs pa3MeCcTuTb CKONMPOBAHHbIN KOHTEMHEp.

—_— —

-
E KonvposaHve koHTERHEpa 33KPLITOND KMKYa

=)

HoHTedHep 3aKpbITOro KAKYA

BeeauTe I'ZEIHTELT1HE|:I IAKPBITOrD KNKo4a, Ha KDTDDbIﬁ HeobxoaMMD
CKONMpOBaTh

MMA KNHoYeB0ro KOHTERHEDE!

copy2

BEeOEeHHOE MMA S30SET KNKHEE0N KDHTEHHEFI:

BribepiTe C5F ANA NOWCKE KNHYEBLIX KOHTEAHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider - ]

Iz

[ < Hasan ][ loToBO ] [ OTMeHa

Puc. 39. OkHO «KonupoBaHue KOHTEeHepa 3aKpbITOro KJtoua»

Mocne BBoaa HaxmuTe KHOMKy ForoBo. Cucrtema oTO6pasuT OKHO, B KOTOPOM HeobxoauMmo

BbI6paTb HOCUTENb ANS CKOMMPOBAHHOIO KOHTeWHepa (cM. Puc. 40).

( E Kpuntollpo CSP @m

(£)=m BcTaebTe YCTBIA KNOYEEOH HOCHTEMR
=1 ||l:|:|w2||.

Ceenetur

¥oTpoicTea: BoTaEneHHBIR HOCHTENR:

I

PeecTp

o

(Gamnhie 1SR

CocTosHWe:

0:00:56 |

[ QK ][ Cimaeta ] [ CEEOEHWA <<

L

Puc. 40. OkHO Bbl6opa HocuTens

BcTtaBbTe HOCUTENb B CUUTbIBATE/Ib U HAaXMUTE KHOMKY OK. Cucrema OTO6paBMT OKHO YCTaHOBKM

naposs Ha AOCTyn K 3akpbiToMy knatody (cM. Puc. 41). BeBeaute naposb,

noaTeepanTe €ro,

npw
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Heob6xoAUMOCTN YyCTaHOBUTE dnar 3anoMHUTb Naponb (ecnu AaHHbin ¢dnar 6yaeT ycTaHOBNEH, TO
naposb COXPaHATCA B CreumanbHOM XpaHWIWlie Ha NOKanbHOM KOMMNbilTepe WM MNpu obpaweHun K

3aKpbITOMY KoYy naposb 6yaeT aBTOMATUYECKUM CUYMTBIBATbCA M3 3TOr0 XpaHwiuwa, a He BBOAUTLCS
I'IOﬂbBOBaTEHEM).

( E Kpunmollpo CSP ﬁw

0:00:57
(S)=p YCTaHOBMTE Napont Ha COSAEBEEMBIN KOHTEMHER “copy 2",
==
=
@) ¥CTAHOBMTE HOBLIM Oaponb EM

HoBeii naponk: |

MNogTEEpHOEHHE:

Puc. 41. OxkHO BBOAA napons

Mocne BBOAa HeobXxoAMMbIX AaHHbIX HaxmuTe kHonky OK. CK3W «Kpuntolpo CSP» ocywecTBut
KOMMpOBaHMe KOHTeNHepa 3aKpbiTOro Kkua.
2.5.1.3. YaaneHue KOHTelHepa 3aKpbITOro Kjkua

Ons Toro uyto6bl yAanuTb KOHTEWHEpP 3aKpbITOro Kitoya BbinonHuTe Myck = MporpamMmbl =

Kpuntollpo = Kpuntollpo CSP u nepeinante Ha Bknaaky CepBuc (CM. Puc. 33), HaxmumTe KHOMKY
Yaanutb KOHTelHep.

Cucrtema oT06pasuT OKHO «YaaneHue KOHTeMHepa 3aKpbIToro kio4va» (cM. Puc. 42).

- ————

E Yaanenve KoHTERHEPa 3AKPLITOTO KAKDYE

HoHTedHep 3aKpbITOro KAKYA

BEeauTE MNK YKIKUTE KCIHTEI:1HE|:I 33KPBITOrG KNkD4Ya, KI:ITI:IIZII:II:1 HeobxoaMMo
YoanuTb

MMA KNHoYeB0ro KOHTERHEDE!

copy2 [ Ofizop. .. ]
BeeaeHHOS MMA 33A8ET KNIKOYEB0H KOHTENHED: [I'Iu CEPTHDMKETY. .. ]
| MonszoBaTenA

@ KomneloTepa

BribepiTe C5F ANA NOWCKE KNHYEBLIX KOHTEAHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider - ]

azan | loTmoso ] [ OTMeHa

L

Puc. 42. OKHO «YaaneHue KOHTeiMHepa 3aKpbITOro Kirua>

B aTOM oOkHe Heobx0ANMO 3anosTHUTb cnegywuiee none seoaa:

e iMa K/1l0UEBOro KOHTEHepa — BBOAMTCS BPYYHYIO UM BbibupaeTcs u3 cnucka (cM. Puc. 37)
NnocpeacTBOM HaXaTtusi KHonku 063o0p.

Oonunn noncka:
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o BBeaeHHoe MMA 3ajaeT K/IUYEeBOW KOHTeMHep - nepeksiyaTtesb yCTaHaBNMBaeTCs B
nonoxeHve Monb3oBaTenb Ui KoMnbrotep, B 3aBMCUMOCTM OT TOFO, B KAKOM XpaHW/MLLE PacnofIoXeH
KOHTeWHep;

o Bbi6epute CSP oNa noucKa K/loUYeBbiX KOHTEAHEepoB - HeobxoanMblli KpunTonpoBanaep
(CSP) BbibpaeTca n3 npegnaraemMoro cnucka.

MOXHO TakxXe BblbpaTb KOHTEMHep, COOTBETCTBYIOLLNIA YCTAaHOBIEHHOMY B CUCTeEMe cepTudukary.
[lna 3Toro BMecto KHonku O630p Hy>XHO HaxaTb Mo cepTudmkaTty 1 BbIbpaTh U3 CNMcKa cepTUdUKaToB,
YCT@HOBJ/IEHHbIX B JIMYHbIE XpPaHUAULLA NOSb30BATENS UMW, €CNIN eCTb NpaBa aAMUHUCTPATOpPa, JIOKasbHOro
KOMMblOTEPA, TOT, KOHTEHEP KOTOPOro Heo6xoAnMO ckonmposaTk (cM. Puc. 38);

lMocne BBOAA BCeX AaHHbIX HAaXXMUTe KHOMKY MoOTOBO.

Cuctema 0T06pa3vT OKHO MOATBEPXKAEHMS yAANEHUS KITHOYEBOro KoHTeHepa (cM. Puc. 43). Haxmurte
kHonky Aa. CK3U «Kpuntolpo CSP» npousBeneT yaaneHue KI4YeBOro KOHTENHepa.

( E Kpuntollpo CSP l ]1

Cefiyac BygeT NpoW3BEdEHD YAANEHWE BCEX JAKPEITEIX KNHHEN K1

! \ cepTudmkatoe koHTelHepa 'copy2'. KonTeliHep nepectaner
CYLLECTEOEATE, EOCCTAHOEMTE KNHIYK € 3TOMO KOHTERHEPE BygeT
HepozMoxHo, Mpogonsute?

L2 ][ te |

LN

Puc. 43. OKHO NOATBEP>KAEHUSA yAANIeHUS K/1I0UEeBOro KoHTeiHepa

2.5.2. TlpocMOTp M yCTaHOBKa SIMYHOIO cepTuUdmMKaTa, XpaHsLLErocs B
KOHTEMHepe 3aKpbITOro Kaw4a

2.5.2.1. MpocmoTp cepTudmukaTa, XpaHALLErocss B KOHTeMHepe 3aKpbiToro
KJIIoua

Ona Toro u4tobbl MPOCMOTPETb CepTUMUKAT, XPaHALWMINCS B KOHTEMHEpPEe 3aKpbITOro KI/kua,
BbinosiHUTE Myck = Mporpammbl = Kpuntolpo = Kpuntollpo CSP n nepenagute Ha Bknagky CepBuc
(cM. Puc. 33), HaxxmuTe KHomnky NMpocMoTpeTb cepTucduKaTbl B KOHTEHepe.

Cucrtema oTo6pasunT okHO «CepTudmrKaTbl B KOHTEMHEPE 3aKpbITOro Koya» (cM. Puc. 44).
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r — =
E CepTudMkaThl B KOHTEMHEDE 33KPRITOMD K43 I&
KonTeiinep 3aKpbiTOro Kato4a
BBEAMTE MNK YKEHKWTE KOHTEAHED 3aKPLITONO KNKDYa ANA NPOCMOTPE g
CEPTHMHMKATOR B 3TOM KOHTEAHEDE

MMA KNHDYeE0rD KOHTERHEDE;

le-2fadf 75a-1f1a-4d 3e-8529-68de 544251 5d I Ofzop... I
BEEOEHHDE MMA 3308ET KNKIYEE0N KOHTEMHED: Il'lu CEPTHMRMKETY. .. I

@ NonbzoBaTens

| KoMneoTepa

Boibepute CSP onA NOMCKE KNKOYEBEIX KOHTENHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider - I

Puc. 44. OkHO «CepTudukaTbl B KOHTENHEpe 3aKpbITOro Kjkuya»

B HeM Heobx0aANMO 3anoNHUTL cneaytolulee rnose BBoAa:

o UMa KIOUYEBOro KOHTEMHepa — BBOAUTCS BPYYHYHO unu Bbibupaetcs 3 cnmcka (cMm. Puc.
37) nocpeacTBOM HaxaTus KHonku O630p.

Onumu nowucka:

o BBeaeHHOe MMA 3ajaeT KJ/II4YEeBOW KOHTEMHep - nepeksiyatesb yCTaHaBNMBaeTCs B
nonoxeHve Monb3oBaTtenb nin KoMnbroTep B 3aBUCUMOCTU OT TOro, B KAKOM XPaHW/MULLE pacrosioxXeH
KOHTeWnHep;

o Bbi6epute CSP oNna nomcKa Kl4YeBbiX KOHTEAHEepoB - HeobxoanMblli KpunTonpoBanaep
(CSP) BbibpaeTca n3 npegnaraemMoro cnucka.

MOXHO Takxe Bbl6paTb KOHTENHEp, COOTBETCTBYIOLWMNA YCTAHOBEHHOMY B CUCTEMe cepTudukary.
[nsa 3TOoro BMecTto kHonku 0630p HyxHO HaxaTtb Mo cepTudukaTty n BoibpaTb U3 CNUCKA CEPTUPUKATOB,
YCT@HOB/IEHHbIX B JIMYHble XpaHwWauWa MoJAb30BaTens M JIOKaJbHOMO KOMMbKOTEpa, TOT, KOHTelHep
KOTOPOro HY>HO NpocMoTpeTb (CM. Puc. 36);

Mocne Toro, Kak BCe NOMSA 3amnofIHEHbI, HAXMUTE KHONKy [Janee.

Ecnun koHTeWHep 6bin caenaH Ha komnbikoTepe ¢ Kpuntollpo CSP Bepcun 2.0 u Ha poctyn K
3aKpbITOMY K04y YCTaHOBMEH Mapojb, TO CMCTEMa MOMpPOCUT BBECTU ero. Beeaute naponb U Haxmute
KHonky OK.

Ecnn cepTudurkata B KOHTelHepe 3aKpblTOro K/k4va HeT, TO cuctemMa oTobpasut OKHO,
nHdopmMupytoLlee nonb3oBaTens 06 oTCyTCTBUMM cepTudmKaTa B KOHTeNHepe (cM. Puc. 45).

[ E Kpunrollpe CSP @1

B koHTeliHepe 3aKpLITOrD KoY
l % 'REGISTRY\\le-2fodf75a-1fla-4d3e-B5e0-88deb4428f5d" oTcyTeTRyeT
CEpTHMKAT OTKPBITOrO KNHo4a WKGpOEaHA

|

L

Puc. 45. OkHO, nHpopMmupyouiee 06 orcytctBumn ceprtudukara
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Ecnu ceptudukaT B BoiIbpaHHOM KOHTEWHepe MMeeTcs, TO cucteMa oTobpasuT okHO «CepTudukar

Ans npocmoTtpa» (cMm. Puc. 46).

——— — 5
E CepTudMKaThl B KCHTEAHEPE JAKPLITOTD KAKKYa ﬁ
CeprwpukaTt gna npocHoTpa
MpoCMaTPUTE U BeIBEpHTE CEPTUdMKET F;g
CepTWhMKaT: 555
CyOberT: C=RU, CM=555
MoCT aBULMK: E=info@cryptopra.ru, C=RL, O=CRYPTO-FRO, CM=Test Center CRYFTC

AefcTBMTENEH C;

JefcTeMTeneH no:

CepuiiHBIA HoMEp:

11 despana 2010, 14:57:39
11 despana 2011, 15:07:39
4o0A 5039 0002 0000 477F

YCTaHoBUTE ] [ CBOMCTEA. ..

Ofsop...

[ < Hasag ]| Motoso | [ OTmeHa
-

Puc. 46. OkHO «CepTudukatbl B KOHTEAHEPE 3aKpPbITOro Kjl4va»

[Ons npocMoTpa OCHOBHbIX CBOWCTB cepTudukaTa

HaXMUTe KHonky CBoWCTBa

B OKHEe

«CepTudunkaTtbl B KOHTEMHepe 3akpbiToro knaw4a» (cMm. Puc. 46). Cucrema oT06pa3svt CBOWCTBA

ceptudukarta (cMm. Puc. 47).
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E Ceprudmkar I& ]

Obwwe | Cocrae | MyTe cepridmkaiym |

ﬁ CeeneHuA 0 cepTwhuKaTe

3ITOoT cepThdMKaT NpeQHaZHaYaeTCA ONA:

* MoaTEEpHAAET YAANEHHOMY KOMNBKOTEDY MAEHTUOMKALLD
BALLErD KOMMEKOTEDS N

Komy Bmipgan: 555
Kem BoigaH: Test Center CRYPFTO-PRO

Oeiicteutenses c 11, 02, 2010 mo 11, 02, 2011

1'? ECTh 33KPBITHIA KNKOY ANA 3Toro cepTHhikaTa,

Puc. 47. OKHO NpocMoOTpa CBOUCTB cepTudmkara

2.5.2.2. YcTaHOBKa JINYHOro ceptudukaTta, XpaHsLEerocs B KOHTeliHepe
3aKpbITOro KJua

NMpuMeuaHue. B faHHOM pasfene pyKoBOACTBA NoJ YCTaHOBKOM

NMYHOro  cepTudmKaTa MOHMMAETCs YyCTaHOBKa cepTudukata B

M XpaHunvue JInuHble C HOPMUPOBAHMEM CCbIIKM Ha 3aKpbITbIA KoY,
COOTBETCTBYIOLMI JAaHHOMY cepTUbUKaTy.

Peanusauusa Kpuntollpo CSP no3BonseT XpaHuTb SIMUHble CepTUdUKATLI MOSb30BaTeNs HE TOJSIbKO
B JIOKa/IbHOM CMpaBoOYHUKE CepTUPMKATOB KOMMbiOTEPA, @ TaK e BMecTe C JIMYHbIMK KJoYaMu
Nnosib30BaTesis Ha Ko4YeBoM HocuTene (Npu YCNoBUKM, YTO KITIOUEBOWM HOCUMTENIb MMEEeT A0CTaTOUYHbIN 06beM
namsaTM ana 3anucu  ceptudukaTa). XpaHeHue cepTudmMKaTa Ha KAKUYEBOM HOCUTeNe Mo3BonseT
Nnofib30BaTesto MEepeHOCUTb BCO HEOB6XOAMMYI K/OUYEBYHD MHGOpPMaUUIO C KOMMbioTepa, rae 6bin
copMMpoBaH KoY Monb3oBaTenNa Ha Apyrue paboume MecTa.

Ons Toro uTo6bl BOCMONBL30BATLCA JIMUYHBIMU KAKOYAMU WU cepTUdMKaTaMU MONb30BaTeNs B
PasfIMYHbIX MPWUIOXKEHUSIX Ha APYroM KoMMbioTepe, Heo6XOoAMMO Ha 3STOM KOMMblOTEpe YCTaHOBUTb
Nnofib30BaTeNbCKMIi cepTUdUKAT B JIOKANbHbIX CIPAaBOYHUK M CO3AaTb CCbIIKY, KoTopas 6yaeT 04HO3HAUHO
CBS3blBaTb CEPTUMUKAT C IMYHBLIM K/HOUYOM MOJIb30BaTENS.

Ons Toro ytobbl YCTAaHOBWUTb JINYHbIA cepTUdUKaT, BbIMOJHUTE MOCNEAOBATENIbHOCTb AEUCTBUN,
yKa3aHHbIX B NyHkTe 2.5.2.1.

B okHe «CepTudukatbl B KOHTEMHEpe 3aKpbITOro kaw4da» (CM. Puc. 46) HaxXMuTe KHOMKY
YCTaHOBMTD.

Ceptudmkatr 6yaer ycTaHOBMEH B XpaHunuwe <«JIMyHble» TeKylero mMonb3oBaTens Wam
KOMMblOTEPA, B 3@aBMCMMOCTU OT OMUMMK, BbIGpaHHOW NpU MoMCKe KOHTEHepa.
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Ecnun CepTMqJMKaT y>Xe €CTb B XpaHwunuuie, 6y,qu BblAaHO nNpeaynpexaeHne o nepesanuncu

npexHero ceptudukarta (cMm. Puc. 48).

rE Kpuntollpe CSP l = ]1

"-.I 3TOT CepTUdMKaT yHEe NPUCYTCTEYET B XpaHMANLLE CEpTUdMKATOE,

3AMEHWUTE CYLLECTEYHILLWMIA CEpTUEMKET HOBBIM, € NPOCTAENEHHOHA
CCBINKOA HA 3aKpBITRIA KNy’

B ) [

L

Puc. 48. MNpeaynpexpaeHne o nepesanucu ceptudmkara

B cnyuae ycnexa 6yAeT BblAAHO OKHO O 3aBeplueHuu onepaumn (cM. Puc. 49).

[ E Kpunrollpo CSP . ﬁ1

| CepTuguear Beln ycTaHOBAEH B XpaHuauie "fuyHele" TekyLlero
' NoAb30EATENA,

LN

Puc. 49. OKHO 3aBepLueHUs YCTaHOBKU cepTudukaTa

2.5.3. YcrTaHoBKa nM4HOro ceptudukarta, XxpaHsauwerocsa B danne

NMpuMeyaHue. B JaHHOM paszene MHCTPYKLMU Noj YCTaHOBKOM

NMYHOro  cepTudmKaTa MOHMMAETCs YyCTaHOBKa cepTudukata B

[L!!__“ XpaHunvue JInuHble ¢ HOPMUPOBAHMEM CCbINIKM Ha 3aKpbITbIA KoY,
COOTBETCTBYIOLWMIA JAaHHOMY cepTudmKarTy.

Ons Toro u4To6bl YCTaHOBWUTb JIMYHbIA cepTudukaT BbinonHuTe FMyck = MporpaMmbl

=

Kpuntolpo = Kpuntolpo CSP u nepeinaunte Ha Bknaaky CepBuc (cM. Puc. 33), HaxMuTe KHOMKY

YCTaHOBUTDb JINUHbIA cepTuUdUKar.

Cuctema oTobpasut okHO «PacnonoxeHue danna ceptudukata» (cMm. Puc. 50). B none Umsa
cdaitna ceptudukara ykaxunte nosHbIA NyTb K 3TOMYy daliny (yA0o6HO BOCNONb30BaThbCsl KHOMKOM O630p)

U HaXXMUTe KHOMKy Aanee.
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r —_— = 5
E MacTep ycTaHoBKK AMYHOTD cepTudMKaTa I&

Pacnonoxenwe Ppaiina CEpTWPMKATa
BBED.HTE-' MK YEKEXWMTE DAcnonoxeHe fralina YCTaHaBNWMEaSMOora CepTMdrKaTa g

Hmna daifna cepidivkaTa:

Odsop...

‘:F'DFIMEIT $afina MokET 0OHWM U3 CREQYHOLLLID

Falin cepmvdkata - A.509 (CER..CRT)
CooBwenwe ctanpapta PRCS &7 ((F7E..P7M,.DER)

i HpaHUNULLE CEpUANMS0BaHHEN cepTugkaTtos (S5T)

JameyaHue:
HexoTopeie toprMaTte! Gafnoe MoryT COOEpPXaTh B OOHOM daine
fonee 0OHOMD CEPTMHWKETA.

< Hazan Oanee > CmeHa

Puc. 50. OkHO «PacnonoxxeHue ¢ainnoB ceptudpumkara»

Cuctema nepenger K okHy «CepTtudwumkar gnsa ycraHosku» (cM. Puc. 51). B HeM BbIBOAUTCS
OCHOBHasi uUHdOopMaums o ceptudukate. HaxaB Ha KHonky CBOMCTBA MOXHO MPOCMOTPETb NOAPOGHYHO
nHdbopMauuto o ceptTudmkaTe B CTaHAAPTHOM OKHe MPOCMOTpa CBOMCTB cepTudukaTa.

E MacTep ycTaHoEKM AMYHOro cepTudmekara Iél
CepmTMiwmcaTr AnA YCTAHOEKA
MpocMoTPUTE W BRIGEDWMTE CEPTUMKAT ANA YCTAHOEKM F;g
CepmicdikaT: i
CyBbexT: CN=777
MocTaBwmK: QOU=0rgen recposanwa, O=Kpunmo-Mpo, C=RU, DC=n, DC=cp, CN=CA

DefictenTeneH ¢ Jwona 20010 . 17:21:00
NeficTEMTENSH NO: Fwona 20157, 17:31:00
CepuliHeld HoMep: 10CC 000C 0004 0000 2405

Puc. 51. OkHO «CepTudukar onsa yCTaHOBKN»

HaxmuTte kHonky Janee. Cuctema oto6pasnT okHO «KoHTeMHep 3akpbIToro kiatw4ya» (cMm. Puc. 52).
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r = = — h
E MacTep ycTaHoEKM AMYHOTO cepTMdMKaTE &J

KoHTeliHep sakpeitorno Kmoya
BEemTe MnK yKEXMTE KOHTEAHED SEKDEITOMD KIKYE, KOTOPEIR CODTEETCTEYET F;g
EEISPEHHOMY CEPTUMKETY

Haiim4 KoHTelHED 3B TOMETMYECKIA
WA Knioyesoro KoHTEAHEpa:
| O@sop...

BeeneHHOE MMA 3303ET KNHUYEB0H KOHTERHED:
@ [NonesosaTens
KomneloTepa

Boibepute CSP anA nomcka Knioyessx KoHTEAHEDOE:
| Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider -|

ree> | (LOmem

Puc. 52. OkHO «KOHTeilHep 3aKpbITOro Kjtouya»

B HeM Heobx0aAnMO 3anosHUTL cleaylowme noss BBoaa:

o HaliT KOHTeliHep aBTOMAaTU4YeCKM - MpPOBOAMT MOUCK MOAXOASLIEr0 KOHTEMHEpa cpeau
DOCTYTMHbIX KOHTEMHEPOB, €C/IN KOHTEWHEpP HalAeH, To ero ums 6yaeTt noacTaBneHo cpasy;

e WMsA KJIIOUEBOro KOHTelHepa — BBOAUTCS BPYYHYIO UAKM BbibUpaeTcs us cnucka (cM. Puc.
37) nocpeacTBOM HaxaTusi KHonku O630p;

e BBeageHHOe MMA 3ajaeT KJIIoYeBOW KOHTeWHep - nepeksitoyaTtenb yCcTaHaB/MBAeTCs B
nonoxeHve Monb3oBatens wiv KoMmnbroTep, B 3aBUCMMOCTM OT TOro, B KakoM XpaHuiuuie
pacnosioXeH KOHTenHep;

o Bbi6bepute CSP oNa noucKa K4YeBbiX KOHTEAHEepoB - HeobxoanMblli KpuATonpoBanaep
(CSP) BbibupaeTcs U3 npegnaraeMoro crnmcka.

lMocne TOro, Kak BCe Noas 3anofiHeHbl, HAXMUTE KHOMKYy [danee.

EcnnM Ha AoCTyn K 3akpbITOMY KJ/OYY YCTaHOBMEH Maposib, TO CUCTEMA MOMPOCUT BBECTU E€ro.
BeBeauTte naposib U HaXxXMuTe KHonky OK.

Cuncrema oTo6pasuT okHO «XpaHunuue ceptudukatos» (cMm. Puc. 53).

C nomowblo KHoMkn O630p BbibepuTe XpaHunuwe Jindubie. CepTudunkaTt 6yaer ycTaHOB/IEH B
xpaHunuuwe Tekywnih nonb3oBartenb/JIMuHble uWAn JloKasbHblA kKoMNbioTep/JINUHbIE B
3aBUCMMOCTM OT 3HadeHuss nepekntovatens Monb3oBaTtenb/KomnbiloTtep. V3MeHUTb 3HayeHue
nepekntoyatens NMNonbsoBatenb/KoMnbroTep Henb3s; OHO onpeaenseTcs pacrnosioXXeHMeM KOHTenHepa
3aKpbITOro kato4va (CM. NpeablayLWwmin NyHKT)
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r = = .
E MacTep ycranoexw AvdHoro ceptudukara [&J

Ypanmmaue cepTiiMKaTos
YHEkWTE XPEHWNWLLE CERTWMKETOE ANA YCTAEHOBKM B HErD BoiBpaHHoro F;g

paHes CEpTMRMKETE.

YKasaHHbIA paHEE $Nar MCNoNb30EEHWA KNIOYEBLI KOHTEAHEDOE NONBS0EATENR MK
KOMMOBHDTERS ONpeasnReT Bblﬁl:lp HED&'U:IJJMMbD'C)q:IEIHHHHIJ.L CEpTURMKATOE

WA xpaHuniLE cepTMKaTos:

| Odsop...

OMNEDTEDS

[onezosatena

YCTAHOBWTE CEPTURMKAT B KOHTERHED

Puc. 53. OkHO «XpaHunuue ceptudukKaToB»

OOHOBpEMEHHO cepTMdMKaT MOXHO 3anucaTb B K/IKOYEBOW KOHTeMHep Ansa yaobcrBa nowucka
ceptudunkata npu nepeHoce KOHTEWHepa Ha ApPyrol KomnbioTep. [N 3TOro CAyXuT onuus «YCTaHOBUTb
ceptudukaTt B KOHTenHep» (cM. Puc. 53).

MNMocne Bbibopa xpaHunuwa cucteMa oTobpasuT OKHO «3aBeplleHue paboTbl MacTepa YCTAHOBKM
nun4yHoro ceptudukaTta» (cMm. Puc. 54).

MacTep yCTaHOBKMW AMUHOro cepTudukaTa ll
3aBeplweHue paboTbl MacTepa
lg YCTaHOBKW NIMYHOro cepTUdMKaTa

Patora MAaCTEpa YCTEHOBKM AWYHOMD CEpTUPUKET S YCNELWHO
SaBeplueHa.

Bbinun ykazaHe! cnegyrowme NapameTpol:

Baare cepTudukar a
Uz palina D:\Documents and Setting
UMA CERTUPUKATA CarrierT est
CYGBEKT E=fav@cryptopro.iu, CH=(
NOCTABLL MK C=RU, CN=AVF CA
AENCTBUTENEH C 9 okracpa 2003 r. 9:42:0(
AEHCTBUTENEH NO 9 okTatpa 2004 r. 9:51:0
CEPUMHEIN HOMED £104 7FE4 0000 000D 002

MpocTaeuts cobinky

A NRKNATHRINA K N IIUDNNRAHWA =

{ _'l_,

Ytegureck, YTo BbIBpaHL! NPABUBHLIE N3PaMETPEI W
HasrauTe KHonky ‘T oToBo" 4nA BeINOAHEHUA YCTSHOBKM.

Otmena |

Puc. 54. 3aBepwieHmne paboTbl MacTepa yCTaHOBKM JINHHOIo ceptudmkara

< Haszan

MpoBepbTe NPaBUIbHOCTb YKa3aHHbIX AAHHbIX U HaXxMmuTe KHoMkKy ForoBo. CK3UM «Kpuntollpo
CSP» npounsBeneT yCTaHOBKY cepTudukaTa.
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2.5.4. YnpaBneHue naponsaMu AoCTyna K 3aKpbITbIM K/KO4YaM
2.5.4.1. N3mMeHeHMe naposiga Ha AOCTYN K 3aKpPbITOMY K104y

Ona Toro u4tobbl M3MEHUTb Mapofib Ha KOHTelHep, BbiNonHuTe Myck = [MMporpamMmmbl =
Kpuntollpo = Kpuntollpo CSP u nepeinante Ha Bknaaky CepBmuc (CM. Puc. 33), HaxmumTe KHOMKY
N3MeHnTb Naponb.

Cuctema oTtobpa3unTt okHO «KOHTelHep 3akpbIToro kat4a» (cM. Puc. 55).

W3MEHEHHE NaponA KDHTEﬁHEDﬂ JAKPEITOro KNH4Y4a XI

KOHTEeHHEp 3aKpLITOro KNHOYa
BEEAMTE MAM YEIHHMTE KOHTERHED 33KPEITOND KAHIYS, HA KOTOPOM HE0Bx0AHMD g

H3IMEHHMTE Naponk.

MMA KNHIYEEDrD KOHTERHEPS!
e472fa46-22 1c-4dd -8 7-9d75e50d1b33 Ofzop... |

BE&AEHHDE MMA 33A3ET KNHIYEEOH KOHTERHED: Mo cepTHpHKaTY ... |
i« [onezoEaTenA
T FKomMneoTepa

BrifepkTe CSP ANA NOMCKE KNHYEBR: KOHTERHEDOE:
Crypko-Pro GOST R34, 10-2001 Crvptographic Service Provider j

= Hazaa

OTHEHS |

Puc. 55. OkHO «KOHTeilHep 3aKpbITOro Ka4a>»

B HeM Heobx0aAnMO 3anonHUTL cneaylowme noss BBoAa:

e WMmMsA k1I04EBOro KOHTEMHepa - BBOAUTCS BPYYHYIO UM BbibMpaeTcs u3 cnmucka
(cM. Puc. 37) nocpeactBoM HaxaTus KHomnku O630p. MOXHO Takxe BblibpaTb
KOHTENHep, COOTBETCTBYIOWMIA YCTAaHOBJIEHHOMY B cucteme cepTtudukarty. Ans
3TOr0 BMECTO KHOMkM 0630p HyxHO HaxaTb Mo ceptudmkaty un BbibpaTb U3
Crucka cepTudMKaToB, YCTAHOBJIEHHbIX B JIMYHbIE XpaHWIWLWA MOJSb30BaTeENs U
JIOKaNbHOro KOMMbOTEPa, TOT, KOHTEMHEP KOTOPOro HYXHO NMpocMoTpeTb (CM. Puc.
38);

e BBeaeHHoe MMSA 3afjaeT KJ/IOYEBOW KOHTEWHep - repek/toyarenb
yCcTaHaB/vMBaeTcs B nosoxeHve Monb3oBatenb uiv KoMnbloTep B 3aBUCUMMOCTU
OT TOr0, B KAKOM XpaHW/IULLE PACrosIOXeH KOHTelHep. Mpu Bbi6ope KOHTelHepa no
cepTudmrkaTy nepekntodatens 6yaeT  YCTAHOBNEH B HYXHOE  TMOJIOXEHWE
aBTOMaTUYECKU;

e Bblbepute CSP ana noucka KJ/O4YEBbIX KOHTEMHEpPOB - HeobXxoaAnMbIM
KpuntonpoBanaep (CSP) BbibupaeTca u3 npeanaraemMoro cruvcka.

lMocne TOro, Kak BCe Noss 3anofiHEHbI, HAXMUTE KHOMKY FoToBO.

Cuctema oTo6pasuT OKHO BBOAA NMapons Ha AOCTYN K 3aKpbITOMY K/to4dy Bbl6paHHOro KoHTeliHepa
(cM. Puc. 56). BeeaunTte yKkasaHHbIN Naposb U HaxMuTe KHonky OK.
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KpunTollpo CSP x|

1:03:55

= BesamTe napok 408 KoHTERHERa
GIEDd  "ed72fadb-221c-4dde-87-947 825641633

Mapose: I-""|

[T ZanomHuTe Naponk

ome |

Puc. 56. BBoa napons Ha gocrtyn

Ecnn naponb BBeaeH BepHO, TO cucTteMa O0TO6pasuT OKHO BBOAA HOBOro Maposid Ha [OCTyn K
3aKpbIToMy kntodvy (cMm. Puc. 57). BBegute ABakabl HOBbIN Naposib U HaxXMuTe kKHonky OK.

KpunTolpo CSP x|

00951
& 3 BEEAWTE ABaWALI HOEEIA Napone ANA KOHTERHERA
GE=! "ed472fad6-221c-4ddo-8FF7-9d7856d1 633"

{* %CTaHOEMTE HOBGIH Naponk

HoBRIH Naponk: I T

MoATEED# AEHHE: I IT11171]

DTHEHA | MoapofiHee =3 |

Puc. 57. BBoa HoBoro napons

Mocne Beoaa napons CK3UN «Kpuntollpo CSP» oCyLlLeCcTBUT CMeHY Mapons Ha AOCTYn K 3aKpbITOMY
KIo4y.

NMpumeuyaHue. BMecTO YCTaHOBKM nMapons Ha A[OCTyn K

3akpbiToMy kntovy CK3U «Kpuntolpo CSP» nossonseT 3awudpoBaTb

m AAHHbIN  3aKpbITbI K04 Ha ApYroM 32KpbiTOM K/loue, a TaKxe

=SS pa3genuTb 3aKpbiTbli K/AKOY Ha HECKOJSIbKO KJ/IHYEeBbIX HOCUTEnen.
OcyLlecTB/eHMe AaHHbIX onepaumini onMcaHo B NyHkTe 3.1.4.

2.5.4.2. YpaaneHue 3aNOMHEHHbIX Naponeu

CK31N «Kpuntollpo CSP» no3BofAseT COXpPaHWTb B ChNeuuasbHOM XpaHw/uwe NoKasibHOro
KOMMblOTEPA NaponM Ha [AOCTYN K KOHTEMHepy 3aKpbITOro Kiawo4va (CoXpaHeHue ocylecTBaseTcs
yCTaHOBKOW ¢dnara 3anmOMHMUTb Naposib B OKHE BBOAa NapoJii Ha AOCTYN K 3aKpPbITOMY KJOu4y).
Ecnu naponb coxpaHeH B [AaHHOM XpaHunuvwe, To npu obpalleHnn K 3aKpbITOMy K4y naposb
aBTOMaTmMuyeckn 6yaeTr cuuMTaH M3 KoHTeliHepa 6e3 nosBneHMs OKHa Ans BBoAa naponsd. B atom xe
XpaHWNLLE COXpPaHSETCAa TOYHOE HaxOXAEHUEe KJIIYEBOro KOHTeWHepa (CBsI3ka Mexay WMEHeM
KOHTEeMHepa U YHUKaAbHbIM UMEHEM KOHTENHEpPA).

Onsa Toro 4tobbl yaanuTb 3anNOMHEHHbIV Naposb BbinonHute Myck = Mporpammbl = Kpuntollpo
= Kpuntollpo CSP u nepeiagute Ha Bknagky CepBuc (cMm. Puc. 33), HaxmuTe KHOMKY Yaanutb
3anoMHeHHble Naposnu.

CucteMa oTo6pasuT OKHO «YaasneHue 3arnoMHeHHbIX naponen» (cMm. Puc. 58).
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¥ laNEHHE 3aN0OMHEHHBIX NApPONEeN x|

¥ AAnHMTE BCE ZanNoMHEHHEIE Napon ZaKpelTeRx: KIIHIHER;
[~ 1k

- EomneroTepa

.

¥ 4aNMTE HHPOPMALHMHD 00 MCNONES0BAHHEL CBEMHEL HOCHTENAN:
|- Monez0EaTENA

- KomneroTepa

a8 I OTHEHS

Puc. 58. OKHO «YaaneHue 3anoMHEeHHbIX naponen»

B sToM okHe ycTaHoBuTe dnarv Monb3oBaTtensi/KoMnbloTepa ANns yAaneHUs COXPaAHEHHbIX Ha
JIOKaNbHOM KOMMbIOTEPE B CreuManbHOM XpaHuauwe naposein n Haxmmte kHonky OK. Ecnm coxpaHeHHbIX
naposien HET, TO COOTBETCTBYOWaAs obnacte 6yaer 3aTeMHeHa.

CK3WM «Kpuntolpo CSP» ocylecTBUT yaaneHMe COXpPaHEHHbIX Maposien TONbKO U3 CneuuasbHoro
XpaHWnLWa Ha fIoKkanbHOM KOMMNbOTEPE; Naposib Ha AOCTYMN K 3aKPbITOMY K/OYY HE yaanseTcs.

KpomMe TOro, B 3TOM >E& OKHEe MOXHO OTAEe/IbHO YAaluTb VIHd)OpMaLI,VIPO (0] d)MBVI‘-IECKVIX
XapaKTepuUCcTnukax HOCVITeJ'IeVI, Ha KOTOPbIX pPacnosioXeHbl K4eBbIE KOHTeVIHepr, ncnosib3oBaBLINECA
paHee Ha JaHHOM KOMMbioTepe. 3TO MNOJIe3HO, eC/n KIH0YEBOM KOHTeVIHep Ha HOBOM HOCUTENE UMEET TO
Xe M4, 4To OAMH U3 paHee UCMNOJIb30BaBLUNXCA Ha AaHHOM KOMNbOTEPE KOHTeVIHepOB.

2.6. YcrtaHoBKa napaMeTpoB 6e30nacHOCTH

Bknagka Be3onacHOCTb KOHTponbHOVW naHenu CK3WM Kpuntollpo CSP npepHasHadeHa ans
Bblbopa napameTpos 6e3onacHocTn npu pabote ¢ CK3U «Kpuntollpo CSP».

Ona Toro 4ytobbl ycTaHOBWUTbL NapameTpbl 6e3onacHocTu, BbinonHuTe Myck = MporpamMmbl =
KpunTtolpo = Kpuntollpo CSP. Ecnu akTnBHa ccbinika «3anyCcTuTb C nNpaBaMu agMUHUCTpaTopa» (CM.
Puc. 5), To HaxxMuTe €€ n nepengnte Ha Bknaaky besonacHocTtb (cM. Puc. 59).
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Qbwme CRopyaoBaHue I CepBMc
LononHKTENEHD ANropHUTMbI | BezonacHoCTE | Winlogon

HazHaqeHHbIE N0 yMondaHue CSP ona ykasaHHeIX THNoOE
GOST R 34, 10-2001 Signature with DiffieHellman Key Exchange:

Crypto-Pro GOST R 34. 10-2001 Cryptographic Service Provider v]

PexiM paboTel CSP
BribepiTe CSP ANA HACTPOMKM:

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider

(7 Mcnone3oBaTe cnyxiy XDaHEHWA KNKYed
(@) XpaHWTE KN B NEMATH MPHNCHEHMA

BRAKDMKTE K3WWMpOBaHKE Pazmep kawa: | 8

] [ OTMeHa MPHMEHKTE

Puc. 59. KoHTponbHasi naHenb. Bknagka «be3onacHOCTb>»

Ecnn CK3U «Kpuntolpo CSP» ceptuduumposaH no yposHio KC1l, To Ha Bkiagke besonacHOCTb
MOXXHO BblI6paTb pexuM paboTbl: C XpaHEHMEM KJTIOYEN B MaMsATU NPUNOXeEHNIA NMbo C XpaHEHMEM KJto4Yen
B cnyx6e XxpaHeHus knouen. Mpu XpaHeHUM kw4den B cnyxbe xpaHeHus K4Yen BCe ornepaummn C
3aKpbITbIM KJIKOYOM MPOU3BOAATCSH BHYTPU CNyX6bl, BHELWWHEMY MPUIOXEHMIO BbIAAETCA TONbKO pe3ynbTarT,
yTo 6onee 6e30MacHO, YeM XPaHUTb KJIOYW HEMOCPeACTBEHHO B MaMsATU MPUNOXeHul. B ncnonHeHumax
CK3W, ceptudunumpoBaHHbix Mo ypoBHto KC2, pexum paboTbl C XpaHeHWEM knto4ven B cnyxbe saBnsercs
€AVHCTBEHHbIM AOCTYMNHbIM (CM. Puc. 60).
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l CeoiicTea KpunTolpo CSP il

CALLME I CAopy A0ESHHE | CEpEHC I
AononHKTENEHD I ANropHTHE Be30nacHOCTE | Winlagon

—HazHaq“eHHEIE N0 YMoNYaHHKD 5P ANA YEa3aHHBX THNOE
G05T R 34, 10-2001 Signature with Diffie-Hellman Key Exchange

Crypto-Pro GOST R 34,10-2001 Cryptographic Service Provider j

—PexHmM patoTel TSP
% McnonesoEaTe ChysEyY KpaHEHMA KIHKYEd

c APaHHTE KNHIHH B MamATH I'IDHJ'IEDKEHHﬁ

~HaCTpokKK KAWKMPOEAHHA 3aKPEITER KNHHeH
BriGepHTE CSP ANA HACTROFKH:

ICryptu:u-F‘ru:u G25T R 34, 10-2001 Crvptographic Service Provider j

v BrOMYMTE KIWHPOBaHHE PazMep Kawa: I o] E

| R I OTHEHS MPHHEHMTE:

Puc. 60. Bknaaka be3zonacHoOCTb, ypoBeHb 3awimuTbl KC2.

Mpn xpaHeHun K/oYen B CJ'IY)KGG XpaHeHn4A K/Il0YEN BO3MOXHO NMPpUMEHEHNE K3LWNMPOBaHUA
KOHTEMHEPOB 3aKpbITbIX KAtoven. KalwmnpoBaHue 3aKkinyaeTcss B TOM, UTO CYMUTAHHbIE C HOCUTENS KUK
OCTaloTCAa B NaMATU CEpBUCa.

Kntoy M3 Kawa ABnseTcs AOCTYMHbIM U NOCNe U3BJIEYEHUS KITHOUEBOrO HOCUTENSA W3 CYUTbIBATENS,
a TaKke Mnocsie 3aBeplueHus paboTbl 3arpy3uBLUEro 3TOT K/IHOY MPUIOXeHUs. Kaxablid KoY M3 K3lwa
JOCTyrMeH Nto6oMy MPUIOXEHUIO, KOTOPoe paboTaeT Moj TOW Xe YYETHOM 3anucblo, YTO U NPUSIOXKEHME,
noMecTMBlUEe 3TOT K4 B K3W. Bce KA4YM M3 K3Wa AOCTYMHbl A0 3aBeplueHus paboTbl CNy6bl
XpaHeHus Kaoyei. Mpu nepenonHeHnn Kala oYepeaHoi KoY 3amnucbiBaeTcsl Ha MECTO CaMoro paHHEro
K/to4a, NOMELLEHHOMo B K3LU.

KawmnpoBaHne KOHTEMHEPOB MO3BOJISIET YBEAUYUTb MPOU3BOAUTENIBHOCTb MPUNIOXKEHUIA 3@ cyeT
6osiee 6bLICTPOro AOCTYMNa K 3aKpbITOMY K4y, T.K. CUMTbIBAHWE K/tOYa OCYLLECTBASIETCA TOJIbKO OAMH
pas.

Pa3mep Kawwa 3a4aeT KONMYeCcTBOo KJ'IPO‘-IGVI, KOTOpble OAHOBPEMEHHO MOryT XpaHUTbCA B NaMATLn.

Onsa Toro ytobbl BKAKOYNTL KawWunpoBaHue, Heobxoanmo YCTaHOBUTb Fanouky B nose BkAOUYUTDL
K3lWMnpoBaHue. Heobxoanmo Takxe 3agaTb pa3Mep Kawa B COOTBETCTBYHOLWEM NOJ1E€E BBOAA.

MpuMeuaHue. Ecnv Ha AOCTYN K 3aKPbITOMY K/tOYYy YCTaHOBMEH
napofib, Naposib He COXpaHeH Ha JIOKaJlbHOM KOMMbHOTEpPE, 3aKpbITbIN
KJ1I04Y HaxoauTcs B Kawe (paHee K HEMY yxe 6bln oCyLlecTBAeH A0CTyn),
To obpalweHne K p[aHHOMY 3aKpbITOMYy K/toudy npowusongetr 6es
NosiIB/IEHMS OKHa BBOAA Maposis MOsb30BaTens — KAKY aBTOMaTUYECKM
CUMTbIBaETCS M3 Kella.

“‘!‘.‘—“ CK3U «KpunTtollpo CSP» ocylwecTBAseT K3WMpOBaHUE 3aKpbITbIX
KAloYen, CBSA3A@HHbIX C  cepTUduUKaTamMW, YCTAHOB/IEHHbIMW B
XpaHunuuie cepTtudwukatos JlokaneHOro KomnbloTepa (Hanpumep,
3aKpbITbIX KAtoyen LleHTpa ceptudmkaumnm, Web-cepsepa) Tonbko ans
KOHKPETHOro nosib3oBaTens.
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2.7. [onosHUTeNbHbIE HACTPOMKN
Bknaaka [loNoOsIHUTENIbHO KOHTposibHOM naHenu CK3W Kpuntolpo CSP npeaHa3HayeHa ans:
o MpoOCMOTpPa BEPCUMIA N NyTen pasMelleHns ncnonblyembix CK3N «Kpuntolpo CSP» dannos;
e  YCTAHOBKM BpeMEHW OXuAaHusa BBoAa MHMOpMaLMK OT nosib3oBaTens.

2.7.1. TlpocMOTp BEPCUN Ucnonb3lyembix hdannos

Ons npocMoTpa Bepcun u nyTen pasMmeweHus ucnonbdyembix CK3U «Kpuntollpo CSP» daiinos
BbinosHuTe Myck = Mporpammbl = Kpuntollpo = Kpuntollpo CSP u nepeingute Ha BKIaaky
OononHurtenbHo (cM. Puc. 61).

[
E Kpuntellpoe CSP et
| Qbwme CRopyaosaHue | CepBMc
JononHUTenEHD ANropHUTMbI BesonacHoCTE | Winlogon
Bepoa dainoe
Kms Bepous Tun  MyTe -
accord.dl 3.6.4301.0 x64  C:\Program Files'n,Cryptul—l
accord.dl 3.6.4320.0 x86 C:\Program Files (x8a)%
advapi32.dl 6.1.7600.16385 x64 C:\Windows'system32
advapi32.di 6.1.7600.16385 x86 C:\Windows\Sys\WOWE
bio. dll 3.6.4333.0 x84  C:\Program Files\Crypt
bio.dl 3.6.4349.0 ¥86 Ci\Program Files (x86)% =
1 | 1] [ 3

[ CKOMMPOBETE B Dydep obMeHa ]

BpemAa oxMAaHWA BE0AE

Bo BpemMA paboTel C5P Ha skpaHe MoryT BeiTe NOKa3&HkE AMaNoroBkLie
OKHa, Tpefyiowmne BE0AA MHOODPMAELM OT NoNb30EaTENSA,

30ECh MOMHO HACTPOMTE MHTEDBAN BPEMEHIA, MO SEBEPLLEHWID
KOTOPOrD 3TH oKHa DY YT 3aKpeIThl, Kak AYATo NONB30BaTEN
HEHAN Ha KHoMKY "COTHEHE "

[ ¥CTaHOBMTE BPEMA KMASHWA BE0AA. .. ]

[ Ok ][ OTMeHa ] MpHUMEHUTE

Puc. 61. KoHTponbHasa naHenb. Bknaaka «[JonosIHNTE/IbHO >
B pasnene Bepcum dannoB B TabnumyHol ¢opme npeactaBneHa MHGopMaums 0 BEpCUSX U NyTaAX
pa3smelleHns ucnonbaytowmxca CK3U «Kpuntolpo CSP» dalinos.

HaxaTtMe Ha kHonky CkonupoBaTb B 6ydep o6bMeHa npumBeaeT K COXPaAaHEHUID [AaHHOWM
nHdopmMauun B 6ycdep obmeHa.

2.7.2. YcTaHOBKa BpeMeHU oXunagaHus Besoaa MHpopMaunm ot
rnosb3oBaTtens

Bo Bpemsi pabotbl CK3WN «Kpuntolpo CSP» Ha 3kpaHe MOryT MOSIBASATbCA AMANOroBble OKHa,
Tpebylowme BBOAA MOSb30OBaTesieM onpeAenieHHbIX AaHHbiX (HanpuMep, BBOA4 Naposs Ha AOCTyn K
3aKpbITOMY KJHO4Y).

Ona Toro u4Ttobbl YCTaHOBUTb WHTEpPBAN BPEeMeHW, MO 3aBepLleHUM KOTOPOro 3TW OkKHa 6yayT
aBTOMaTM4eCKM 3aKpbiTbl (AENCTBME, 3SKBMBANIEHTHOE HAXaTUIO MNOMb30BaTENEM KHOMKM OTMeHa),
BbinonHMTe Myck = Mporpammbl = Kpuntollpo = Kpuntollpo CSP un nepeiiante Ha BKIaAKy
AononHutenbHO (cM. Puc. 61).

Ha»MnTe KHONKY YCTaHOBUTb BpeMs 0XXUaaHUA BBOAaA.
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CucteMa 0TO6paswUT OKHO «MHTepBan BpeMeHW OXuaaHus BeBoda» (cM. Puc. 62). YctaHoBute
HeobXxoaMMble 3HaYEHUs Nepek/toyaTeneit 3HaueHue noJsib3oBaTtens 1 3Ha4yeHMe No YMOJIYaHUIo ANns
BCEro KoOMnbroTepa.

i T
E MuTepean epeMeny oxMAaHWA BBOAE [ﬁj

BEeanTe MHTEpPEaN BPEMEHM CHMASHWA BE0AE NONE30EATENA B
OWanoroeblx okHax KpunTolpo CSP B cekyHoax:

3Ha4YeHWE NoNL30E3TENA:

@) YIcNoNE30BATE CUCTEMHOE SHAYEHWE MO YMOIHaHMKD:

Y¥CTaHOBWTE ﬁEEKEIHE'-IHCIE MOaHKue

YCTAHOBMTE MHTEDEAN: GO0 | CeKyHA

3HEYEHHE NO YMOMHEHWED ANA BCErD KOMNLHITEPa:
¥CTEHOBMTE BECKOHEYHDE oHMAOaHKE

¥CTEHOBKMTE MHTEDBEN: &00

8,9 ] | OTMeHA

b

Puc. 62. OkHO «WHTepBan BpeMeHu o)x1uaaHusa BBoaa»

B 3TOM OKHe ycTaHOBMTE HeobxoAMMble 3HaYeHUs nepeksryaTesnen 3HauyeHue nosib3oBaTens 1
3Ha4yeHue No yMOJIHaHUIO AJIS BCEro KoMnbloTepa.

MNonb3oBaTteNb, He ABASIOWWIACA aAMUHUCTPATOPOM Ha JIOKA/JIbHOM KOMIMbIOTEPE, MOXET
OCYLLECTBUTb TOJIbKO YCTAHOBKY Mepek/toyaTens 3HaueHue nonb3oBaTtens (nepeksoyatesnb 3HaueHue
no yMOJIUaHMUIO ANl BCEro KomnbloTepa 6yaeT 3aTEMHEH) B OHO U3 C/IEAYIOLLMX MOJIOXKEHNIA:

J Mcrnonb3oBaTb CUCTEMHOE 3HA4YeHWe O YMOJSIYaHUI0 — YyCTaHaB/NIMBAeT 3HauyeHwue,
onpegeneHHoe nepeksyvaTesnieM 3Ha4vyeHuMe Mo YMOSYaHMIO A8 BCEro KOMMblTEpa; 3TO 3HadeHue
YCTAQHOBJIEHO MO YMOJI4YaHUIO;

J YcTtaHOBUTL 6eCKOHeYyHOoe oOXuaaHue - ycTaHaBivMBaeT 6eCKOHeyHOe oOXuaaHue BBOAA
AaHHbIX NOoS1b30BaTENA;

J YcTaHOBUTb MHTEpBan — onpeaenseTr MHTeEpBas BPEMEHU, BO BpPeMsA KOTOPOro nosjib3oBaTesnb
AO/KeH BBECTU AaHHbIE.

N3MeHnTb nepekntovaTesib 3Ha4YeHUue Mo YMOJIYaHUIO AN BCEro KOMnbloTepa MOXET TO/bKO
aAMUHUCTpPATOp JNloKanbHOro komnbtotepa (cM. Puc. 63). Mpu atoM, ecnn B naHenu Kpuntollpo CSP
aKTMBHa CCblsIKa «3anyCcTuUTb C NpaBaMu agMuMHUCTpaTopa» (cM. Puc. 5), To eé Hy>XHO HaxaTb.

Mo yMonyaHUIo yCTaHOBMEHO OXuaaHue BBoaa B TeveHue 600 cekyHA.
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i T
E MuTepean epeMeny oxMAaHWA BBOAE I&

BEeanTe MHTEpPEaN BPEMEHM CHMASHWA BE0AE NONE30EATENA B
OWanoroeblx okHax KpunTolpo CSP B cekyHoax:

3Ha4YeHWE NoNL30E3TENA:

@ YNONEI0EETE CUCTEMHDE IHAYEHME N0 YMOIHaHKD:

| ¥CTEHOBWTE BecKoHEYHOS CHIMAEHWE

) ¥CTEHOBMTE MHTEDEAN: GO0 | CeKyHA

SHAYEHWME MO YMONYSHMED ANA BCEMD KOMMBKOTEPE:
| ¥CTEHOBWTE DECKOHEYHOE MM EHWE

@ ¥CTaHOBWMTE MHTEpBan: 600 | ceKyHO

O ] I OTMeHA

b

Puc. 63. OkHO «HTepBan BpeMeHu oXxmaaHUA BBoAa>» AJIA agMMHMUCTpaTopa

KOMMnblOTepa

MpumeuaHue. 3HaueHue nonb3oBaTenss umeeT 60nblNI
NpUOpUTET MO OTHOLWEHUIO K 3HAYEHUI0 MO YMOJIYaHUIO ANIA BCero
KOMNbloTEepa (Hanpumep, ecnu 3HayeHue nepeka4vatens 3HavyeHue
no yMOJIYaHUIO AJ1IS BCEro KOMmnbloTepa YyCTaHOBJIEHO B MOSIOXEHWE
YcTaHoBUTL WHTepBan - 600 cekyHA, a nepeksioyaTesb 3HavyeHue
nosib30BaTeNA B MOJIOXEHNE YCTaHOBUTb 6ECKOHEeYHOoe oXuaaHue, To
DENCTBUTENbHBbIM  ByaeT 3HadeHme - YcTaHoBUTb 6eckoHeyHoe
oXxuaaHue).
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2.8. YcTaHoBKa napameTpoB KpunTorpapuyeckmnx anroputMoB

Bknagka ARNroputMbl KOHTponbHOM naHenn CK3WM Kpuntollpo CSP npeaHasHayeHa Aans
YCTQHOBKW pasfIMyHbIX NapaMeTpoB peann3oBaHHbIX KpunTorpapuyeckmx anropmMTMoB.

Ons ycTtaHOBKM MapamMeTpoB Kpunatorpaduyecknx anaroputmMoB Heobxoammo BbiNoAHUTE Myck =
Mporpammbl = Kpuntollpo = Kpuntollpo CSP v nepeliante Ha Bklaaky AnroputMbl (cM. Puc. 64):

CeoicTBa KpqnTollpo CSP 5[

CIALLHE | QA0py A0EaHHE I CEQEHC
AononHKMTENEHD ANroOpMTHE BezonacHoCTE I Winlogon

- MNapaMeTpel aNropHTHOE

BrifepHTe THN C3P ANA HACTPOFKH NapaMeTpoE:

ES0ST R 34, 10-2001 Signature with Diffie-Hellman Key Exchange fid

MapamMeTpel ANFOPMTME X3IWHMPOEAHKHA'
IFOCT P 34.11-94, napamMeTpel N0 YMOM4aHHHD j

MNapatMeTpkl aNropHTHA WHbPOESHKA

IFOCT 28147-89, napaMeTpel N0 YHMONYaHKH j

MapareTpel aNrOpHTMA OOAMHCH:
IFOCT P 234,10-2001, napaMeTpel Mo YMORYSHKED j

MNapaMeTpel aNropHTHa dudidik-KenMada;
IFOCT P 34.10-2001, napameTpe! obMeHa no ';.-'Mu:unqaj

0,3 I OTHEHS [MPHHEHHTE

Puc. 64. KoHTponbHas naHenb. Bknaaka « AnropurMmbi»

Ha 3aknagke AAroputMbl MOXHO BbiGbpaTb TWn KpunTonpoBalhzepa, ANl KoToporo 6yaer
ocywectBnatbca Hactpovka (B Bepcum  Kpuntollpo CSP 3.6 pocTyneH eAWMHCTBEHHbIA  Tvn
kpuntonposangepa: GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange), nocne yero ans
COOTBETCTBYHOLLMX KpUnTOorpadumyecknx aaropuTMoB peanmsoBaHa BO3MOXHOCTb YCTAHOBKM MapaMeTpoB:

. OCYLLECTBNISIETCA YCTaHOBKa MapaMeTpoB anroputma XxewwuposaHus - [TOCT P 34.11-94
(napameTpbl MO YMOTYa@HUIO);

. OCYLLECTBISIETCA YCTaHOBKa MapaMeTpoB anroputMa wmdposaHus — FOCT 28147-89 (napameTpbl
no ymonyaHuio, napametpbl Ockap 1.0, napametpbl Ockap 1.1, napameTtpbl PWK1l, napameTpsbl
wndpoBaHua 1, napamMeTpsbl WKdpoBaHUs 2, NnapaMeTpbl WndposaHusa 3).

) yCTaHOBKa napamMeTpoB asiroputMa BbipaboTKku 1 NPOBEPKU INEKTPOHHOM LN@pPOBOM NoaAnNuUcK
- FOCT P 34.10-2001 (napameTpbl No ymMon4yaHuto, napameTpbl Ockap 2.X, napaMeTpbl nognucu 1);

o yCTaHOBKa napameTpoB anroputma Auddun-XennmaHa - FOCT P 34.10-2001 (napameTpbl
obMeHa no ymon4yaHuio, napameTpbl o6MeHa 1).

2.9. Hactpomnka ayteHTUdUKaunm B goMeHe Windows.

Bknagka Winlogon koHTponbHoW naHenu CK3W Kpuntolpo CSP npegHasHaveHa Ans HacTPOWMKM
ayTeHTUdnKaunm B LOMEHE C ncnonb3oBaHuem anropntmos MOCT.

Ona nHactpoiikn Winlogon BbinonHute Myck = Mporpammbl = Kpuntolpo = Kpuntolpo CSP
n nepengute Ha Bknaaky Winlogon (cM. Puc. 65):
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Qbwme CRopyaosaHue CepBMc
JlononHMTensHo ANropuTHBl | BesonacHoCTb | Winlogon

KNioYeBoi CHMTRIEETEND MO YMON4Y3aHWED

BoibepuTe CSP onA HacTpoikM:
[Cryptu—Pm GOST R 34, 10-2001 Cryptographic Service Provider

BrIDEpMTE CUMTBIBATENR!

[He YCTaHOENEH

[apamMeTpel
[ JiorrmounTe KpunTolpe Winlogon:

McnonesoBaTe anropyTel KpunTallpo C5P Ha KDC

EAP-TLS: McnonezoBaTe NpoTorkon OCSP

|:| EAP-TLS: He NpoBEpATE AHHYNMPpOBaHWE CEpTMWKETS CEpBEpa

MaeHTMBMKaTOpEl KOHTPOMNEPOS OOMEHS
KoHTponnep AoMeHa:

SKMOPTHPOEATE
MaEHTHMEATOP KOHTPONNEPS AOMEHA!

LLaGnoHE!

] [ OTMeHa MPHMEHKTE

Puc. 65. KonTponbHas naHenb, Bknagka Winlogon.

Mpn ycTaHOBKE Ha KOHTpossiep AoMeHa 6yaeTr pocTtynHa ans Bblbopa onumsa WUcnonb3oBaTthb
anroputmbl Kpuntollpo CSP Ha KDC u 6yayT 3anosiHeHbl MNoOAsS MAEHTUAHUKATOPOB KOHTpoJsiepa
nomeHa. NoapobHo o HacTpolike Winlogon cM. COOTBETCTBYIOLLYIO AOKYMEHTAUMIO.

Mpn HEObX0AMMOCTM MOXHO MOSIHOCTbIO OTK/IIOYUTL MCnofb3oBaHue anroputMoB [OCT npwm
ayTeHTUdMKaunm B goMmeHe. [lnsa 3Toro npeaHasHavyeHa onumsa OTknwountb Kpuntolpo Winlogon.
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3. IHTepdenc reHepaummn Kro4den

3.1. Co3paHue KNYeBOro KOHTenHepa

3.1.1. Bbibop KNOYEBOro HOCUTENS

Mpn co3paHMM KNKOYEBOrO KOHTEMHepa cucteMa oTobpasuT OKHO Bbibopa K/4YeBOro Hocutens
(cM. Puc. 66).

x
0:03:55
L BeraebTe YHETEIN KADNEEDH HOCUTENE
D4 "'897a8aB0-a97e-4974-B0c-aBbfbefb 33",

— CeEgEHWA

Herporictea: B cTagneHHEIN HOCHTEE:

CocToAHME:

nlli'\'l.l' [ml=Tulnl l"'l d
k. I OTrEHA CeegeHWA <<

Puc. 66. Bbi6op knouyeBoro Hocutens

3TO OKHO OTOGpa)KaETCﬂ B TOM Cny4dae, Koraa noJsib3oBaTtesib MUMEET HECKOJIbKO YCTpOVICTB,
CyXalnx K4YeBbIMU cUMTbiBaTENsaMuM. B cnyyae, korga K/Il4YeBOW CUMTbIBATENlb TOAbKO OAWH, OH
BblibMpaeTca aBTOMaTM4eCKu, N 3TO OKHO He oTobpaxkaeTcs.

Mocne TOro, Kak KAK4YEBOM CYMTbIBATENb BblOpaH, HaxXMnTe KHonky OK.

3.1.2. TleHepauusa HayanbHOW nocnegosatenbHocTn ACH

Mocne BbIbOpa K/KYEBOro CUMTbIBATENS, €C/IM B CUCTEME He YCTaHOBNeH annapatHbin [CH,
cuctemMa otobpasnT OKHO «bronornyecknin AaTtumk cny4vamHbix uncen» (cm. Puc. 67).

[ E Kpunrollpo CSP &1

0:09:55
BYONOrMYeckii AaTHMK CIYHaRHEI YMCER

Ha#MMEATE KNSEMWA MNK I'IEI:IEMELIJ.EﬁTE YEA33TENE
MBI Ha4 3THM OKHOM 00 TEX Nop, NOKa KDY He E'{,I'HET
CoznaH...

Alt +

OTMeHa

Puc. 67. BMonormuyeckuii AaTumK ciydamHbIX uMcen

Buonormyecknini  fatuMkK  CAyvYamHbIX  UYMCen  npegHasHayeH Ans  reHepaumu  HadasibHOWM
nocneanoBaTesiIbHOCTUN AaT4MKa CﬂyqaﬁHbIX ymcen.

Ona reHepauun HeobXxoANMO HaXuMaTb Ha KNaBULIN U ABUTATb MbILbIO.
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3.1.3. BBoA naposid Ha AOCTYN K 3aKPbITOMY KUYy

Mocne 3aBeplueHns paboTbl 6MONOrMUYECKOro AaTyMKa CllyyalHbIX YMCEN CUCTEMA 0TO6PasUT OKHO
BBOAA MapoJsis Ha AOCTYN K 3aKpbITOMY KJIOUYYy CO34aBaeMoro KoHTenHepa (cM. Puc. 68).

( E Kpunmollpo CSP - ﬁw

0:09:58
[fl=p YcCTaHoBMTE Napont Ha Co3AaBaeMbIi KoHTeliHep "555,
| ==
=
@) YCTaHOBMTE HOBLIM Napont EM

HoBkIll naponk:

MogTeepHaeHWe:

C=] Co=) (s

Puc. 68. BBog naponsi Ha AOCTYN K 3aKPbITOMY KOy

B 3TOM OKHe cylwecTByeT BO3MOXHOCTb BBOAA TEKCTOBOIO Maposisi Ha AOCTYM K 3aKPbITOMY KOy
CO3aBaeMOro KoHTeilHepa (0AMH M TOT Xe naposb HeobxoaMMo BBecTM B nons HoBbIM nmaponb U
MoaTBep>kaeHme).

Mocne BBOAa Napons HaxmuTe KHonky OK.

Ecnn kntou reHepupyeTcs Ha HoCUTeNb, NOALAEPXUBAKOLWMIA annapaTHbIi Naposib UK MUH-KOA, TO
HeobxoanMo BBECTU TOT Napob (MMH-KOA), KOTOPbIN YCTAHOB/IEH Ha 3TOT K/KOYEBOWN HOCUTENb.

3.1.4. Bbibop cnocoba 3amnTbl A4OCTYMNaA K 3aKPbITOMY KUYy

Mommnmo BBoaa napons B CK3U «Kpuntollpo CSP» cylwecTBYyOT Apyrne cpeacTsa 3alinTbl A4OCTYMNa
K 3aKpbiTOMy kaody. [na Bblbopa noaxoasiiero cpeacTtBa 3allMTbl B OKHe BBOAA Maposis Ha AOCTyn K
3aKpbITOMY K/IHO4Yy CO34aBaeMoro KoHTtenHep (cM. Puc. 68) Haxmute kHonky Moppo6bHee. Cucrema
oTo6pa3nT OokHO Bblbopa crnocoba 3awmTbl AOCTYMNa K 3aKpbiTOMYy K/OYYy CO34aBaeMoro KoHtemHepa (cM.
Puc. 69). 3awwuTta HoCcuTenen noaaepXXvMBawWwmMx annapaTHbii Naposb (MMH-KOA4) BO3MOXHA TOJIbKO Ha
3ToM napone (NuH-Koae).

[ E Kpunmollpo CSP - ﬁw

0:09%:29
[S)=p YCTaHOBMTE Napont Ha CO3AaBaeMbIi KoHTeliHep "555",
==
=

@) ¥CTaHOBMTE HOBLIM Dapont EM

HoBklli naponk:

MNogTEEpHOEHHE:

| ¥CTaHOBWTE MACTEp-KIHDM 'l

C0303Th HOBBLIM KOHTEAHED

L EEI3D.E.I'II-'1TI: KIHOY HE HECKONBKD HOCUTENEN

La

o

b

Puc. 69. Bbi6op cpeacTBa 3awWMTbl 4OCTYNa K 3aKpbITOMY KJIlOUY
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B 3TOM OKHe coepxaTtcs cneaytowme nons:

e  YCTAaHOBMWTb HOBbIW NAapoOJib — BBOA TEKCTOBOrO MapoJis;

e  YCTAaHOBUTb MacCTep-KJ4Y - 3andpoBaHWe AAHHOMO 3aKpbITOrO0 K/o4Ya Ha ApyroMm
3aKpbITOM KJltode (M3 APYroro KJ4YeBOro KOHTenHepa);

e PaspenuTb KNOY Ha HECKOJIbKO HOCUTENEeN — pasaefieHne LaHHOMo 3aKpbITOro Ktva Ha
HeCKONbKO HocuTene aAng o6ecrneyeHns AocTyna K HeMy.

[ns Bo3BpaTa M3 OkHa Bblbopa crnocoba 3awmTbl AOCTYNa K 3aKpbiToMy Ktovy (CM. Puc. 69) K OKHY
BBOZa Naposns Ha pgoctyn (cM. Puc. 68) noBTopHO HaxmuTe KHonky MogpobHee.

3.1.4.1. YcTtaHOBKa HOBOro napons

Ecnn nepekntoyaTenb yCTaHOB/IEH B MoJjle YCTAaHOBUTb HOBbIM naponb (cM. Puc. 69), To CK3U
«Kpuntolpo CSP» ocywecTBuMT 3awWuTy KAl4Ya npyv MNOMOWM nNapons Ha J[A0CTyn, BBEAEHHOro C
KnaBmaTypbl. Heobxo04MMO OCyLLECTBUTbL AENCTBUS, ONMCaHHbIE B NyHKTe 3.1.3.

3.1.4.2. YcTtaHOBKa MacTep-KJro4ya

Ecnn nepeknioyatenb ycTaHOBJSIEH B nose YCTaHOBUTb Mactep-knawu (cM. Puc. 69), to CK3U
«Kpuntolpo CSP» ocylecTBMT 3alunTy KJito4a Npu NOMOLWM 3awmM@poBaHUs AAHHOMO 3aKpbITOro Kik4a
Ha ApPYroMm 3aKpbITOM KJHOYe.

Onsa aToro Heo6xoAMMO BBECTU MMS KOHTelHepa (unu BblbpaTb KOHTEMHEP M3 CMUCKA C MOMOLLbIO
KHOMKM BbI6paTtb), coaepXXawero 3aKpbITblA K/OY, Ha KOTOPOM 6yaeT OCyLecTB/AeHO 3alimndpoBaHue
NCXOAHOrO 3aKpbITOro Kitoya. Mpu HaxaTum KHoMkM Bbl6paTtbh cnctema 0To6pasnT CIMCOK CYLECTBYOLUNX
KOHTeWHepoB (cM. Puc. 70).

Kpuntollpo CSP —

0:09: 50
Bribop KNHOYEB0ro KOHTEMHEPa

B cnMcKe NoKashIBaTE:

@ Ipy#wecTBeHHbIE MMEHS _ 1 ¥HUKanbHEIE MMEHE

CNWCoK Knbo4esblx KDHTEIHHEDDEF NoONE30BSTENA:

=
CUMThIBETENE  VMA KOHTERHEPS

PeecTp le-5ffafafi-3d23-443b-afal-af298d 1c754a

Peectp le-ba3a4ebs-ddfe-4054-a2fa-ddecc2834b00

8].4 ] [ OTMEHE

b

Puc. 70. CNUCOK CyLLEeCTBYHOLMNUX KOHTEeiHepoB

Mocne BbiGopa HeobXoAMMOro KOHTelHepa HaxmuTe kHonky OK. [lpu 3ToM npousonger
3awndpoBaHmMe AaHHOI0 3aKpbITOro Kjto4a Ha K/oye BblIbpaHHOro KoHTelHepa.

CK3WM «KpunTtollpo CSP» no3BonsieT oCyLlWecTBAATb 3allndpoBaHmMe AaHHOMO K/ko4ya He TO/bKO Ha
CYLLECTBYIOLLEM 3aKPbITOM K/toye. MNpu yCcTaHOBKE rasiodyku HanpoTus nons CosgaTtb HOBbI KOHTEMHeEp
(cm. Puc. 69) cuctema aHanormM4yHo Co34acT HOBbIA KOHTEMHEpP WM Ha €ero K/w4ye OCyLeCcTBUT
3awmndpoBaHme 3aKpbITOro Kya AaHHOMO KOHTENHepa.

3.1.4.3. PasgeneHue kKnro4ya Ha HECKOJIbKO HOocUuTenen
Ecnn nepekntoyaTenb yCTaHoOBreH B nosie PaspenuTtb KJIIOY Ha HECKOJIbKO Hocutenem (cm.
Puc. 69), To CK3N «Kpuntolpo CSP» oCyLlecTBUT 3alumMTy K/o4a Npu NoMoLwuM pasgeneHums AocTyna K
HEMY MeXAY HEeCKOJSIbKMMU K/YEBbIMM  HocuTenamu. Kaxabli 13 3TUX  HocuTenen asnsetcs
CaMOCTOATENbHbIM KOHTEHEPOM C COBCTBEHHbIM NApPONEM Ha AOCTYN K 3aKPbITOMY KJHOYY.

HeobxoanMo 3anosHUTb cnepywwme nons:
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[ KonunuecrtBo Hocuteneu ans 3arpy3kKum — 4ucno HOCMTeneﬁ, HeobxoaAnMbIX ANs AOCTyna K
3aKpbITOMY KO4Yy.

. O6Lee KOIMYECTBO HOCUTenen - oblluee KONIMYECTBO HOCUTENEN, MeXAy KOTOPbIMU KoY
6yneT pa3geneH.

Mocne 3anofiHeHUs 3TUX MOMei cucTeMa nepenaeT K Mpoueccy Co3AaHWus HOBbIX KOHTEMHepOB,
YUacTBYOLWMX B pasfesieHUM WUCXOAHOro kiwouya.  Ko/lMYecTBO CO3[laBaeMblX KOHTEWHEPOB pPaBHO
3HauYeHUto, yKasaHHoOMY B nosie ObLiee KOIMUECTBO HOCUTENe:

1. [Ona kaxA[oro co3jaBaeMoOro KOHTeWHepa cucTeMa O0TO6pa3uMT OKHO Bbibopa KIO4YeBOro
HocuTenst (cMm. Puc. 66). B aToM okHe HeobxoamMmo BbibpaTb HOCUTENb, KOTOpPbIN GyaeT y4dyacTBoBaTb B
pa3sgeneHun Kituya.

2. TNocne TOro, kKak Ansl BCeX KOHTEMWHEepoB Bbi6paHbl HOCUTENM, CUCTEMa@ OTO6pPasUT OKHO
«brnonornyeckun gatynk cnyyamHbix yncen» (cMm. Puc. 67), B KOTOPOM MpPoOU30MAET reHepauns HayasibHOM
nocnenoBaTeNlbHOCTU AaTunKa CnydalHbiX uucen. Ecnm ycTtaHoBneH @Gu3MYecKkuii pgaTyumk CaydanHbiX
yuncesn, TO reHepauus npousseaeHa 6yaeT uMm. B 3ToM cnydae okHO «Buonornyeckmin AaTtumk CnyyamHbIX
ymncen» otobpaxartbcsa He byaerT.

3. [Tllocne 3aBeplieHUs reHepauuum cuctema oOTOOpasuT OKHO BBOAA Maponis Ha JAOCTyn K
3aKpbITOMY K4y AN KaXAOro COo34aBaeMoro KoHTerHepa (cMm. Puc. 68). B 3TOM okHe Heobxoammo
BBECTM naponb nnbo BbibpaTb Apyroe CpeAcTBO 3aluTbl AOCTYyMa K 3aKpbITOMY K4y MpU MOMOLLM
kHonkn Moapo6Hee (cM. Puc. 69).

Mocne TOro, Kak BCe KOHTEWHepbl, Yy4yacTByllMe B pasgeneHunm knwda, 6yayT cosaaHbl,
npousongeT npouecc obecrnedyeHns 3aWwmTbl AOCTYMNa K 3aKpbITOMY KJTHO4Y.

3.2. OTKpbITME KIHOYEBOro KOHTENHEpPa

3.2.1. OTcyTCTBME KIKOYEBOro HOCUTENS

B cnyuyae OTCYTCTBUS K/IHOUEBOro HOCUTENS MPU OTKPbITUM KJIOYEBOrO KOHTelHepa cucrtema
oTo6pasuT okHo, coobuatoiee 06 oTcyTCcTBMM HocuTensa (cMm. Puc. 71).

;|§ BcTaEETE KAYEEON HOCHTENE
=7 00000000_FEEE4875-FL.
— CEsneHMA
YerpoiicTea: BroTaeneHHEIEH HoCHUTENk:

CocToAHME;

OTCyTETEYET HOCMTENE.

OTraeHa CeegeHuA <<

Puc. 71. OTcyTcTBUEe Heo6X0AMMOro HocuTens
Mocne Toro, Kak HocuTeNnb 6yAeT MOAK/IOYEH, CUCTEMA NEperaeT K CeayloweMy okHy (cM. Puc.
72).

Ecnn TpebyeMblii HOCUTENb YCTaHOBUTb He yAaeTcs, HaXMuUTe KHonky OTMeHa. B aToM cnydae
MpoLecc OTKPbITUSA KOHTeHepa NpekpaTuTcs.

B cnyyae, korga HeO6XOAMMLIA KKOYEBOM HOCUTENb MNOAKJIOYEH, OKHO, coobuwatouwee 06
OTCYTCTBUM KNOYEBOro HOCUTENS, OTOBpaxaTbCcs He ByaeT.
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3.2.2. NMpoBepka Naposig Ha AOCTYN K 3aKPbITOMY K04y

MNocne Toro, Kak HEO6XOAMMbIA HOCUTENb YCTAaHOBMEH, cucTeMa nNoTpebyeT NOATBEpPXKAEHUe
naponsi Ha AOCTYN K 3aKpbITOMY K/l0OYy OTKPbIBAEMOIO KOHTEHEepa.

3.2.2.1. NMpoBepka TEKCTOBOro naposns

Ecnu 3awmTa AoCTyna K 3akKpbiTOMYy Ktody 6blna ocyllecTB/ieHa npu NMOMOLM BBOAA TEKCTOBOIO
naponsa (cM. nyHKT 3.1.4.1), To 6yaeT oTo6pa)eHO OKHO MPOBEPKM Maponas Ans AOCTyna K 3aKpbITOMYy
K/1I04Yy OTKpbIBAEMOro KoHTenHepa (cM. Puc. 72).

Beeaure napone 409 KOHTERHEPA
b348bade-cI0e-dac s -beel-bo 3 EERabdbe. 4

Mapone: I’“‘"

[T 3anomHuTE napone
o |

Puc. 72. MpoBepka Naposisi Ha AOCTYN K 3aKPbITOMY KJIIOUY

Ecnn paHee Bo BpeMs BBoAa Maposisd Ha AOCTYN K 3aKpbITOMY KUy rajoyka HanpoTuB Mnosns
3anoMHUTbL Naponb 6bila yCTaHOBfEHA, TO Mapofib 6bl1 coxpaHeH B peecTpe. [MOBTOPHbIA BBOA
(npoBepka) 3Toro naposs He TpebyeTcs, NO3TOMY OKHO NMPOBEPKM Napons oTo6paxeHo He 6yaerT.

Ecnun naponb BBeAeH HEBEPHO, CUCTEMA NOMNPOCUT NOBTOPHO BBECTU MNaposib.

NMpuMmeuaHme. HocuTenu, uMelWMe annapaTHbIM MWUH-KOA,

ll_._!“ MOryT MMETb OrpaHUYEHWEe Ha KOJIMYECTBO HeyAauHbiX MOMbITOK BBOAA

== napons. [peBbllleHWE 3TOro npeaena MnNpuMBOAUT K 6/I0KMPOBAHMUIO
HOCUTENS UK KOHTElHepa.

3.2.2.2. MpoBepka napons npu 3awndpoBaHUM K/1lOHa HA APYIrOM K/toye

Ecnu 3awmrta AoCTyna K 3akpbiTOMy K/o4dy 6blia ocylecTBieHa npuv nomowm 3awmdpoBaHUs
AAHHOM0 3aKpbITOro K/k4a Ha APYroM 3aKpbITOM kato4ve (CM. nyHKT 3.1.4.2), To 6yaeT oTtobpaxeHOo OKHO
NpoBepKN Mnaponst Ans AOCTyna K 3aKpbITOMYy K/OUy KOHTelHepa, Ha K/lye KOTOpOoro MnpoBOAMIOCH
3awmndpoBaHue (cM. Puc. 72).

Mocne Toro, kak 6bl1 MOMy4YeH AOCTYN K KJtody pacwudpoBaHus, npovsoinaeT pacwmndpoBaHue
K/1l0Ya OTKPbIBAEMOrO KOHTEMHepa.

3.2.2.3. MpoBepka napons npu pasaeneHnmn Kjr4vya Mexxay HeCKOJIbKUMU
HOCUTEeNnsIMM

Ecnu 3awmMTa AOCTyna K 3aKpbiTOMY K/HOYY OCYLUECTBASMACh MPU MOMOLWM pasfdesieHusl Kiouda
Mexay HocuTensiMm (CM. NyHKT 3.1.4.3), TO npoBepky TpebyeTcs OCYLeCcTBWUTb AN Takoro KoJn4vecTBa
HocuTenel, kakoe 6bl1I0 ykasaHo B nose KosiMuecTBO HocuTeneu Ans 3arpy3ku Mnpu cosgaHuu
KOHTeliHepa. MpU HaxoXAeHUW OLHOro M3 KJtoya CUCTEMA OCYLLECTBUT CTaHAApPTHYK MpPOBEpKy Maposs
ANs KoYa-4yacTu.

MpyY OTKPbITUM OAHOMO W3 HOCUTENEel, Y4JyacCTBYIOWEro B pasdeneHun Kawya HeKoToporo
KOHTeliHepa (a BCe OHW B CBOI O4Yepeab TaKXe ABMAAKTCA HOCUTENAMW), MPOBEPKA Mapons Ha AOCTyn K
3aKpbITOMY K04y NMPOBOAMTCA B COOTBETCTBMW CO CMOCO60M 3allMTbl AOCTYMa K KUy, NMPUMEHEHHbIM K
[aHHOMY HocuTento. B obuweM cnyyae, ANs pasHbIX HOCUTENEW, yJyacTBYHOWMX B pa3gefieHMM 3aKpbiToro
K/loYa OAHOr0 M TOro Xe KOHTeWHepa, MOryT 6biTb MpPUMEHeHbl pa3Hble cnocobbl 3alMTbl AOCTyna K
K/touy.
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3.3. leHepauusa KI4Yen 1 noayyeHne ceptmdukarta npm nomoium Y

Onsa dopMUPOBaHUSA NTMUHbBIX K/THOUYEn U NoslydyeHUs cepTUdUKaToB MOXHO BOCMOb30BaTbLCS
TecTtoBbIM LleHTpoM CepTudukaumm http://www.cryptopro.ru/certsrv.

,ff‘ CayxbObl cepTdmiaymm Active Directory (Microsoft) - Windows Internet Explorer 101 x|
@:—‘, - I'."' hbkp: f feryphopro.rucertseycerbrgma. asp j 4| X Il-"’ Live Search 0|~

J farin Opaexa Buwg MsbpanHoe  Cepeumc  Cnpaeka

E,ﬁ\? W=hpaHHme W kBl cepTHOKKELMK Active Directory (Microsaft) | |

Microsoft Cnyxbel ceprudukaumn Active Directory — Test Center CRYPTO-PRO

PacwwnpeHHbIA 3anpoc cepTudgmukara

Wpentudmumnpyroumue cEefeHURA:

Mmn: ICH,EI,DpDEI MeaH Meanosny

JNeKTPOHHAA NoYTa: |sid0r@mai|.ru

OpraHnaayna: IACI"u"IE

MoapazgeneHne: IMEpKETHHI’

[opoa: IMDCKEIE

ObnacTe, LLITETII
CTpaHa, pervoH: IRU

Hys#HBIA TMN cepTudinKaTta:

ICEpTH¢HKET NPOBEPKM NOAMWHHOCTH KNNEHTA j

MapameTpbl KNioYa:

¥ Coapats HoBIl HA0op kmioveii  © Mcnonsaosats cyuiecteyow il Habop knroueil

CSF':lCrypto—F'm GOST R 34.10-2001 Cryptographic Service Provider j

McnoneaoeaHue
KNHIYE:

I MuHmeaneHsn:5

PES’MEP knkoua: |512 Iakcumane s S
¥ ABTOMaTUYECKOE UMA KDHTBﬁHBpE KnHo4a i BEﬂEHHUE nonLaoearenemM UMA
KDHTEIFIHEpE EnHoYa

O Exchange  Mognnce ™ Qfa _—

2 " -t
_ (cTasaapTHmE pasweps kmiowsl: 5132 )
2

™ MameTuT kNkou Kak sKCOpTUPYEMBIN
I BrniounTs yCUNeHHYHo 3aLLyuTy 3aKpLITOro KNya

" Mcnonb3oeats nokansHoe XpaHWNWLLE KOMNLIOTEPA ANA CepTufikaTa
Coxpassem cepmuchukam e MOKamsHOM XpaHUmULIs
BMECTO MONE30EaMeNsC 020 XDaHUNULE cepmughukamoe. He
ycmaHaenueaem kopHeeod cepmugburam LUC. Heobxodumo beime
admMuHucmpamopoM, umobsl co3dams NoKansHoe
XpaHUULLE. hd|

Puc. 73. N'eHepauua knro4ya npu nomouwm YL

B amnanore cosgaHusa kaw4a n GopMmpoBaHMs 3anpoca Ha cepTudumkaTt 3agante "Ima Bnagenbua"
ceptudukata u BBeAUTE CBOW aAapec 3/1IEKTPOHHOM nouTkl "Agpec E-Mail".

Ecnu 3anpawuvBaeMblit  cepTudMKaT MpeanonaraeTcs WUCnofib3oBaTb B 3/EKTPOHHOM nouTe,
BbibepuTe 3alimLleHHas 3/IeKTPOHHAA NnouTa B pasaese O6nacTtb NpUMEHEHUsA KJloua.

Ecnn 3anpawmBaemMbin cepTudukaTt npeanonaraeTcs UCNonb3oBaTb B npoTokosne TLS, Bbibepute
Ceptudmkar ayreHTMdmKaumMm KnmeHTa B pasgene O6sacTtb NPpUMMEHEHUs KJuva.

MpuMmeuaHue. Ecnn BBeAEHHbIN agpec nMouyTbl HE cOoBMajaeT C

H!.._“ 3apernctpmpoBaHHbiM  agpecoMm B Outlook Express (Outlook),

== MCMoNb30BaTb Kpuntorpadpuyeckme QyHKUMM B 3SEKTPOHHOW MouyTe
6yneT HEBO3MOXHO.
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4. OnmncaHmne UCnosib30BaHnsl, HAaCTPOEK M yrnpaB/ieHuns
KJSIlo4aMu Moayna ceteBon ayteHTudukaumm Kpunrtollpo TLS

4.1. PasMelleHne cepTudmrkaTa ayTeHTUdUKaUnmM cepeepa Ha
cepsepe ISA

Ha komnbloTepe ¢ cepBepoM ISA cepTudukart ayTeHTMdMKaUMM cepBepa A0/KEH ObiTb pa3MeLleH
B XpaHunuuwe JIokaJsibHbli KOMMNbIOTEP\JINUHbIE C MNPUBA3KON K K/IHOUEBOMY KOHTEWHEPY JIOKaslbHOro
kKoMmnbtoTepa. Ceptudukat LUeHTpa cepTudukaumm, BblAABWIEr0 3TOT cepTuduKat - B XpaHunuuwe
JlokanbHbI KoMNbloTep\[loBepeHHble KopHeBble LleHTpbl Ceptudmkaumm (ecnn 3707 LC
KopHeBon) unu JlokanbHbIA KoMnbloTep\lNpomexxyTouHble LleHTpbl CepTucdukaumm (ecnm stot LIC
NoAYMHEHHbIN. B 3TOM cniyyae Bce BblwecToswMe cepTudukaTtbl NpoMexyTodHbix LIC 1M kKopHeBol
cepTuduKaT A0XKHbI 6bITb YCTAHOB/IEHBI B COOTBETCTBYIOLWME XPaHMIMLLA NTIOKaNIbHOIMO KOMMNblOTEPA).

Ecnn kno4eBON KOHTENHep, COOTBETCTBYHOLMI 3TOMYy cepTuduKkaTty, pacrnosioXeH B peecTpe
KOoMMbloTEpPa, TO HeobxoammMo A06aBMTb MpaBa Ha 4TeHMe-3anucb Aas Ccny)xebHol y4yéTHOM 3anucu
Network Service Ha pasaen peecTpa HKEY_LOCAL_MACHINE\SOFTWARE\Crypto
Pro\Settings\Keys

MpoBepuTb HanMune HeobxoAMMbIX CePTUMOUKATOB MOXHO C MOMOLLbI OCHAacTkM "CepTtudukatbl”.
[nsa 3anycka KOHCONWU HYXHO BbiNonHUTb Myck = MporpaMmmsbl = Kpuntolpo = CepTtudukarbi

Windows Lipdate
BrID0p Nporpamt No YMom4aHuH

K.aTanor Windows

Mparpamte 4 ABTOZArpY3Ka
Mrped 3
I__;} ACKyMEHTEI 4 CTaHAEPTHEIE 3
! R é Internet Explorer

ﬂ Windows Messenger
HakiTH v S windows Movie Maker

HacTpokka

@ MpoMrpeiEaTens Windows Media

Professional

e ¥AANEHHEIR NOMOLWHEI

.
Q; CNpaBka W NoALepsEa
i
2
©)

Q. AT ees @ Fpunmo-Mpo B IE kpmmranpa csp
; W= KpunTolpo PEI
.E 3aEEPLIEHHE CeaHca AAMMHHMCTPATOR, . .
=
3 BEIENHYMTE KOMNEHITER, . .

Il.'!jI Myck

Puc. 74. 3anyck koHconu Ceptucpukarbl
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[Mocne 3anycka KOpeHb KOHCOJIN AOJIXKEH BbIrNSa4eTb np|/|6nm3|/|Teano:

_lojx

@ FEoHoone  fercteke  Bua  OKHO | Copaeka _|E|£|
= ||m B @

a KopeHe KoHConH e |
@ CepTHOHKATE - TEKYLWHA NONE30ESTEN @Cepmdﬂmaml - TEEYLWHA NONE30EATENE
@ CEPTHRMKATE! [NOKANEHEIR KoMMErTEp) @Cepmd:unh:aml ([ NOEANEHBIA KOMABHITER)

Puc. 75. KopeHb koHconun CepTtudumkarbl

YcTaHOBUTE Kypcop Ha cepTudukaT cepeepa ISA:

& CepTudraThl =101

@ foHcone  AedicTeme  Bwa  OkHo  Crpaeka |;[i|i|

er Bms B XEB(2

= CepTidwiaTil - Terxywi nonssosate « | | Komy selasn 4 | kem Boiaan | cpoi aiictema | HazHa
= Mrarie : A, TEST MASLOY

E|[:| PeecTp

[:I JoEEpEHHEIE KOPHEBEIE LEHTDE O

[:I A0EEPHTENEHEIE OTHOWEHHA B NP

[:I MpoMEsy TOHHEIE WEHT PRI CepTHk

[:I OBBekT NonesneaTena Active Dire

[:I JoEEpEHHEIE HEAATEMH

[:I CepTHHKaTEI, K KOTOPEIM HET A0

[:I CTOPOHHHE KOPHEEBLIE WEHTPBI Cef

[:I JoEEpEHHBIE NHWLE b

[:I Apyrie NoNe30EATENH

[:l Janpocel 3aAB0K Ha CEPTHdMIKAT

EI--@ CepTHdHKaTE! (NOKaNEHBIA KOMMBHITE

E|[:| NH4HEIE

E E|[:| PeecTp

[0 CeprHbHiEaTe

-1 AosepeHHsis KDDHEBIthE LlEHTDI:Eij

»

l | I

|X|:|aHnnP1u.le PeecTp coaep#nT 1 CEpTHdMIKaT. | |

l

Puc. 76. KopeHb koHCconun MMC

C ncnonb3oBaHneM dyHkUMN «KonnposaTb», 3aHecuTe cepTudukat B 6ydep Clipboard

Mocne 3Toro ycraHoBUTE Kypcop Ha pasgesne «JIMuHble» cepTUhMKaToB JIOKaJbHOrO KOMMbOTEPa U
BbINOMHUTE (DYHKLMIO «BCTaBUTb»

Mocne ycTtaHOBKM cepTudukata cepBepHoi ayTeHTudumkaumm ISA, Takum xxe obpa3oM ycTaHOBUTE
ceptudmkat uUeHTpa cepTudukaumm B XpaHunuwe <«[oBepeHHble KOPHEBble LEHTPbl cepTUdMKaummn»
XpaHunLa noKasbHOro KoMnetoTepa.

4.2. PasMelleHne cepTndurkaTa KIIMEHTCKOMN ayTeHTUdMUKaUMM Ha
cepsepe ISA

Ecnn mexay cepepoM ISA n KOHeuHbIM Beb-cepBepoM TpebyeTca wundgpoBaHme Tpaduka no TLS ¢
ayTeHTUdMKaunen no ceptudurkaTty KMeHTa, TO BbiMyCKaeTCcsa cepTUdUKaT KIIMEHTCKON ayTeEHTUMUKaUMn.
Ha komnbloTepe c cepBepoM ISA 3ToT cepTUdMKaT AONXKEH ObITb pa3MelleH B XpaHunuuwe JIokanbHbIN
KoMnbloTep\JIMUHbIE C MPUBA3KON K K/IOYEBOMY KOHTEMHepy NoKanbHOro KomnbtoTepa. Ceptudukar
LleHTpa cepTudmkaumu, BblAaBWero 3TOT  cepTudukar - B  XpaHunuwe  JIoKaNbHbIN
koMmnbroTep\JloBepeHHble kOpHeBble LleHTpbl Ceptudpmukaumm (ecnm 3707 UC KOpHEBOM) wnum
JNlokanbHbI koMnbloTep\lNMpomerxxyTouHble LleHTpbl CepTudmukaumm (ecnun 370t LUC NOAYMHEHHDINA.
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B 3TOM cnyyae Bce BbiwecToswmMe cepTudukaTsl NPoMexyTouHblix LIC U KopHeBoi cepTudukaT LOMKHbI
6bITb YCTAaHOBJIEHbI B COOTBETCTBYHOLUME XPaHWUIIMLLA JTOKaNbHOrO KOMMbOTEPA).

Ecnn knio4yeBOM KOHTEMHep, COOTBETCTBYHOLWMA 3STOMY cepTuduMKaTy, pacrnofioXeH B peecTpe
KOoMMbloTEpPa, TO HeobxoamMo A06aBUTb MpaBa Ha 4UTeHMe-3anucb AN Ccny)xebHol y4yéTHOM 3anucu
Network Service Ha pasaen peecTtpa HKEY_LOCAL_MACHINE\SOFTWARE\Crypto
Pro\Settings\Keys

4.3. Hactpounka coeamnHeHus ¢ Web-knmueHToMm

Mocne yCTaHOBKM CepTUMDUKATOB OTKPbITbIX K/Yelr, HeobxoAMMO YCTaHOBUTb M HACTPOMUTb
CnywaTtensa ansa sHewHero IP agpeca cepsepa (IP agpec ceTteBoro nHtepderica, AOCTYNMHONO M3 BHELUHEN
ceTtn).

YcTtaHoBKa M HacTpoika CnywaTtenen ocylwecTsnseTcs Ha Bknagke Incoming Web Requests okHa
cBomncTB ISA cepsepa (Puc. 77):

B okHe ISA Management yCTaHOBUTb KYpPCOp Ha MMs CepBepa W HaxkaTb NpaByl KHOMKY MbILN.
B nosaBmBweMcsa MeHto BbibpaTb NYHKT Properties.

B okHe cBOMCTB cepBepa BbibpaTb 3aknaaky Incoming Web Requests.

Bbibepute pexum nHgmeuayansHoro Cnywartens ana kaxaoro IP agpeca B none Identification.

MASLOY Properties d |

eneral I Outgaing *eb Requests
Incorming eb Bequests I Auto Discovery I Ferformance | BesonacHocTe

— |dentification

" Use the zame listener configuration for all IP addresses

% Configure listeners individually per IP address

Server | P Address | Dizplay N| .-'-‘-.uthentin::...l ServerC... |

pgd. | Bemove | Edi. |

TCP part; IE“:'

S5 port: [443 [~ Enable 55L listeners

— Connechions

Connection settings: Configure... |

[ Azk unauthenticated uzers fior identification

k. I OTrieHa [ pHEEHMTE

Puc. 77. YcTaHOBKA M HacTpoika Caywarenen

[ob6asbTe HoBOro Cnywarens B CNMCOK cnywarenen ISA cepsepa.
YcTaHoBUTE MMSA cepBepa.
YctaHoBuTe BHewWwHUI IP-agpec, Ha koTopbi 6yaeT HacTpoeH Cnywarternb.

Beegute uMsA, C KOTOpbIM Oyaer oTobpaxaTbCs AaHHbii  CnywaTtenb B AallbHENLWEM
(onunoHanbHo).
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Server: [MasLay =l
IP Address: [192.168.68.5 =]
Drigplay M arne: Ipif.niku:uil.ru

[ Use a server certificate to authenticate to web clients

I Selech.. |

—Authentication
[™ Basic with thiz domair:

I Selest domair,..

[ Digest with this darmair:

I Select domai...

v Integrated

[ Client certificate [zecure channel only]

QFk. I Cancel

Puc. 78. flo6aBneHmne Cnywarena/peaakrmpoBaHme cBoicTB Cnywartena(1)

NS HacTpOMKKM 3alLMLLEHHOrO COeANHEHUS MO NpOoTOoKony TLS ¢ ABYXCTOPOHHEN ayTeHTMdMKaunm
cepBepa ISA Heobxoanmo:

B okHe pobaBneHus CnywaTenss uaM B OKHe peaakTUpoBaHuM cBOWCTB ChnylwaTensl, ykasaTb Ha
NCnosib30BaHme cepTudukaTta cepsepa nNpu ayteHTudumkaumm ¢ Web-knmeHToM.

Server: [MasLay =l
IP Address: [192.168.68.5 =]
Drigplay M arne: Ipif.niku:uil.ru

V¥ Use a server certificate to authenticate to weh clients

I Select... |

—Authentication
[™ Basic with thiz domair:

I Selest domair,..

I Select domai...

[ Digest with this darmair:

v Integrated

[ Client certificate [zecure channel only]

k. I Cancel |

Puc. 79. lo6aBneHue Cnywarensa/peaaktupoBaHue cBoMcTB Cnywartensa(2)

BbibpaTb cepTudumkaT cepBepa, KOTOpbI 6yaeT MCcnosib30BaTbCA A8 ayTeHTUdUKauumn.
HaxxaTb kKHOMKy Select.
B nosiBuBLIEMCS OKHe BblibpaTb M3 CnMcKa cepTUdUKAT OTKPLITOro Kio4va cepBepa:
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Select Certificate d |

Select a certificate from the list of certificates available on the specified
FEIVEr:

Certifizates:

lzzued Ta | |zzued By | E=piration Date | Frigndly Marme |

it hik.oil. u LA TEST Ma, .

] I Cancel

Puc. 80. Bbi6op cepTucdmnkarta oTKpbITOro Kito4ya cepsepa

YkasaTtb Ha wucnonb3oBaHue cepTudukaTa knmenTa (onumsa Client certificate (secure channel
only)).

Server: [MasLOY =l
I Address: [192.168.685 |
Dizplay Mame: Ipif.niknil.ru

W Use a zerver certificate to authenticate to web clients

Ipif.niknil.ru Select... |

—Authentication
[ Basic with this domair:

I Select domait...

[ Digest with this domain:
I Select domait... |

v Inteqrated

W Client certificate [secure channel onlyf

(] I Cancel

Puc. 81. flo6aBneHne Cnywarena/peaaktmposaHme cBoucTB Cnywarens(3)

Mocne yctaHoBkM cepTudukaTa (CcepTUduKaToB) OTKPbITbIX K/OYeN, HEO6XOAMMO YCTaHOBUTb WU
HacTpouTb Cnywatens (Web listener) ans sBHewHero IP agpeca cepsepa (IP agpec ceteBoro nHTtepdeiica,
OOCTYMHOIro U3 BHELUHEN CETH).

YcTtaHoBKa u HacTporika CnylwaTenei oCywecTBASEeTCa N0 AOKYMeHTauum Ha ISA cepsep.

B okHe pobaBneHus CnywaTtens wamM B OKHe pefaKTMpOBaHMWM CBOWCTB CnywaTtens HeobxoamMmo
yKasaTb Ha MCMosib30BaHMe cepTudukaTa cepBepa npu ayTeHTudukaumm ¢ Web-kamneHToMm m BbibpaTb
HaCTpoeHHbIN B N. 4.1. cepTndmrKaT cepBepa, KOTopbir 6yaeT ncnonb3oBaTbCa AN ayTeHTudmkaumm.

Ons  HacTpoWKM  3alMWEHHOro  CcoeaAnHeHuss No  npoTokony TLS ¢ ABYXCTOpPOHHeW
ayTeHTUdMKaunen HeobxoaMMO AOMOSHUTENBHO YKa3aTb Ha TpeboBaHue cepTudmnkaTta KameHTa.
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4.4, TNy6bnukaumsa Web-cepsepa B ceTn NHTepHeT

B >ToM paspene paccmaTpuBaeTcs MOpsAOK AencTBuii npum onybnukoBaHum Web-cepsepa,
pacrnoslIo)XXeHHOro BO BHYyTpeHHel ceTu. lpum 3TOM coeamHeHme cepBepa ISA n Web-cepsepa 6yper
YyCTaHOBJ/IEHO NO NpoTokony SSL.

Ons nybnukauum Web-cepsepa BO BHELIHIOK CeTb HEO6X0AMMO:

Monyuntb 1 ycTtaHoBUTb Ha nybnmnkyembin Web-cepBep cepTuduKaT OTKPbITOrO K/k4a, KOTOPbI
6yneT cnonb3oBaTbCs A9 CEPBEPHON ayTeHTUdUKaLUN.

TpeboBaHus k cepTudukary:

Nmsa ceptudpumkata (Common name) AOMXKHO coBrnagaTb C AOMeHHbIM mMeHeM Web-cepsepa,
yKasblBaeMoro Ansi peavpekTta MocTynawowmx 3anpocoB (Bknaaka Action okHa cBolicTB npasuna Web
nybnukaumn).

06nacTb MCNOIb30BaHMS Kito4a A0JKHA coaepxaTtb «AyTeHTudukaums Cepeepa»

YcTtaHoBUTL cepTudukaTt kopHesoro LIC B uenouke ceptudukatos Web-cepBepa Ha cepsepe ISA,
B XpaHunuuie JlIokasbHbl KoMNnbloTep\JloBepeHHble KOpHeBble LleHTpbl CepTudunkaumm.

Hactpoute Web-cepsep ansa noaaepxkun SSL coeanHeHus

HacTtpoinka Web-cepBepa npou3BOAUTCA B COOTBETCTBUM C AOKYMEHTauuMen COOTBETCTBYHLLEro
Web-cepsepa.

Co3paTb U HacTpouTb NpaBunia nybnukauum Ha cepsepe ISA.

B okHe ISA Management ycTtaHoBUTb Kypcop Ha Web Publishing Rules, Haxopswuincs B
rpynne Publishing

HaxxaTb NpaByl0 KHOMKY MbIWN N B MOSBUBLLUEMCS MEHIO Bbl6paTb nocneposaTtenbHO New 1 Rule

B OTKpbIBLIEMCSA OKHE, C noMouwblo Mactepa cosmaHus [Mpasuna Web ny6nvkauum, cosgaTb
npaswuso.

Beectn uMs nyb6nmkauumn (Mpon3BosibHOE MMS) U HaxaTb «[anee»

New Wehb Publishing Rule Wizard x|

Welcome to the New Web
Publishing Rule Wizard

Thiz wizard helpz you create a new Web publizhing rule.
Web publishing rules map incoming requests to the
appropriate 'Web servers.

Muote: Be sure to create new policy elements required by the
e before you uze thiz wizard.

Ww'eh publishing rule name:

Ipif.nikuil.ru

To continue, click Mext.

¢ Hazan I Danee » I OrraeHa

Puc. 82. OkHO MacTtepa co3aaHus MNpasuna Web

B okHe Destination Sets ocTaBuTb 3HauyeHue, npegnaraemMoe Mo ymon4yaHutio (Nobble
Ha3HayeHus) N HaxaTtb «[danee».
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New Wehb Publishing Rule Wizard x|
Destination Sets
Select the destinations to which thiz rule applies.
Apply thiz rule ta:

< Hazan I Danee » I OrraeHa |

Puc. 83. OKHO YCTAaHOBKM Ha3Ha4vyeHus

OTOM YyCTaHOBKOW onpegensietcs, 4YTo AaHHOe npaBwuno nybnunkaumm (dpakTmyeckn peampekT)
6yneTt npuMeHsaTbcs ko BceM Web-3anpocam, npoweawimm yepes CnywaTtenen, BHE 3aBUCMMOCTU OT TOrO,
KaKOM pecypcC M3 BHYTPEHHEeN CeTM OHM 3anpocunn. B cnydae nybnukauum Heckonbkmux Web-cepBepos,
HeobxoaAnMO co34aTh M NPUMEHSITb B NpaBuaax nybankaumm HazHadeHus.

B okHe Client Type ocTaBuTb 3HayeHue, npeanaraemMoe no ymosnyaHuioo (nobble 3anpocbl) wu
HaxaTb «[Janee»

New Wehb Publishing Rule Wizard x|
Client Type
You can specify client type by uzer name, group name, of [P address.

Apply the rule to requests from:

" Specific computers [client address sets)

" Specific users and groups

< Hazan I Danee » I OrraeHa

Puc. 84. OKHO TMnNa KJIMeHTa

B >TOM OKHe Mbl YyKasblBaeMm, 4YTO TMpaBWIO MNPUMEHHAETCA KO BCEM Web-3anpocaM, BHE
3aBNCMMOCTU OT TOIro KJIMEHTA, KTO Cq)OpMMpOBaJ'I 3anpoc.

B okHe Rule Action BbibpaTb peanpekT 3anpocoB BO BHyTpeHHU Web-cepeep (Redirect the
request to this ... )

Beectn npomeHHoe nmsa nybnukyemoro Web-cepeepa 1 HaxaTb «[Janee»
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New Wehb Publishing Rule Wizard x|

Rule Action
Specify how you want thiz e to respond to requests from clients.

Fezponze to client requests:

" Dizcard the request

{+ Redirect the request to this internal *eb server [name or IP address]:

Iefu.nikuil. n Browse. |

r Send the ariginal host header to the publizhing server instead of the actual
one [specified above).

W

Connect ta thiz port when bridging request as HTTF: an
Cannect ta thiz part when bridging request az 550 443

Cannect ta thiz part when bridging request az FTF:

1

< Hazan I Danee » I OrraeHa |

Puc. 85. OKkHO BBOAA AOMEHHOIro UMeHHn

YcTaHOBMB NpaBuio peauvpekTa Takmm obpasom, Bce 3anpockl, npuweawmne k Cnywartento Ha 80
nopt, 6yayT peampektupoBatbcs Ha 80 nopT Web-cepsepa. Toxe camoe 6yaeT npoMcxoanTb C 3anpocamu,
noCcTynueLMMUM Ha 443 nopt (no npotokony TLS).

3aBepwuTb paboty MacTtepa, HaxaB «[0TOBO».

B cnucke npaBun Web-ny6avkaumm NosSIBUTbCA HOBas CTPOKa, COOTBETCTBYHOLLAS CO3AaHHOMY
HaMmu npasuny.

EwE ISA Management ;lglil
J JdeficTene  Bua |J a o= | | | E% ‘
CTpYETYPa I Qrder | Marmne | Description | Action | Applies to | Destination |

Inkernet Security and Acceleration Server & @ 1 pif .nikail .ru Route...  Any request &l destinations
El-8 Servers and Arrays | |EbLast  Default rule Derry Any request Al destinations
Eg@ MasLow

[]--- Monitaring
Campuker

[]—-% Access Policy

-5 Publishing

a web Publishing Rules

(27 Server Publishing Rules

----- (23 Bandwidth Rules

-8y Policy Elements

=4 Cache Configuration

IMonitoring Configuration ;I

Puc. 86. Cnucok npasun Web-ny6nunkauum
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